United States Patent

US009383958B1

(12) 10) Patent No.: US 9,383,958 B1
Trahan et al. 45) Date of Patent: Jul. 5, 2016
(54) REMOTE CO-BROWSING SESSION g,%i,ggj gé . ggggi Ehﬁnglt al. | 345581
A A obotham et al. ............
MANAGEMENT 6,785,864 Bl 8/2004 Te et al.
6,871,236 B2 3/2005 Fishman et al.
(75) Inventors: Matthew L. Trahan, Seattle, WA (US); 6,944,665 B2 9/2005 Brown et al.
Brett R. Taylor, Bainbridge Island, WA 6,963,850 B1  11/2005 Bezos et al.
(US); Jonathan A. Jenkins, Seattle, WA (Continued)
(US)
FOREIGN PATENT DOCUMENTS
(73) Assignee: Amazon Technologies, Inc., Seattle, WA
(US) WO WO 2013/003631 A2 1/2013
OTHER PUBLICATIONS
(*) Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35 Bango, Rey, “How JS & Ajax work in Opera Mini 4”, Nov. 2, 2007,
U.S.C. 154(b) by O days. XP055050107, Retrieved from the Internet.
(Continued)
(21) Appl. No.: 13/246,557
. Primary Examiner — Vivek Srivastava
22) Filed: Sep. 27, 2011 . .
(22) File P20 Assistant Examiner — Sibte Bukhari
(51) Int.CL (74) Attorney, Agent, or Firm — Knobbe, Martens, Olson &
GO6F 3/14 (2006.01) Bear, LLP
GOGF 15/16 (2006.01)
(52) U.S.CL 57 ABSTRACT
CPC .. GO6F 3/14 (2013.01); GO6F 15/16 (2013.01) A remote browsing process is directed to the generation and
(58) Field of Classification Search management of a collaborative application session between
CPC . G06Q 10/107; HO4L 29/06; HO4L 29/08072 client computing devices and content providers in conjunc-
USPC o, 709/204; 715/223 tion with a network computing provider. Each of two or more
See application file for complete search history. client computing devices are associated with users. The client
computing devices request access to a browsing context at a
(56) References Cited network computing provider. The network computing pro-

U.S. PATENT DOCUMENTS

5,634,064 A 5/1997 Warnock et al.
5,872,850 A 2/1999 Klein et al.
5,961,593 A 10/1999 Gabber et al.
6,049,812 A 4/2000 Bertram et al.
6,108,637 A 8/2000 Blumenau

6,138,156 A 10/2000 Fletcher et al.
6,195,679 Bl 2/2001 Bauersfeld et al.
6,430,624 Bl 8/2002 Jamtgaard et al.
6,549,941 Bl 4/2003 Jaquith et al.
6,560,620 Bl 5/2003 Ching

vider provides processing results corresponding to processed
representations of requested content to the client computing
devices. The client computing devices may each display the
representations of the requested content in a browser. The
network computing provider may further provide co-interac-
tion data to the client computing devices for display. The
co-interaction data may represent interactions of one or more
users with the representations of content displayed at the
users’ respective client computing devices.

20 Claims, 17 Drawing Sheets

1
mw
112 \ WEB SERVER
ORIGIN SERVER _
16 APPLICATION |- 134
CDNPOPI__]/| SERVER NccporA |/
DNSSERVER |~ 118 m Nee \p~ 1%
RESOURCE |_j~ 120 CONTENT PROVIDER STORAGE |~ 149
CACRE
coNpoPT |/ T IR Y
DNSSERVER | /] Nce \t 144
I RESOURCE | 146
CACHE M1 STORAGE /|
CDN POP Iil NCCPOPC 148
DNS SERVER Nce At 150
RESOURCE | STORAGE | ,~ 132
CACHE
NETWORK
CDN SERVICE COMPUTING
106 PROVIDER 107 PROVIDER




US 9,383,958 B1
Page 2

(56)

7,003,442
7,051,084
7,054,952
7,085,736
7,159,023
7,171,478
7,191,211
7,353,252
7,373,313
7,543,059
7,792,944
7,831,582
7,975,000
7,996,912
8,010,545
8,015,496
8,060,463
8,073,850
8,103,742
8,185,621
8,249,904
8,271,887
8,316,124
8,336,049
2001/0039490
2002/0030703
2002/0073155
2002/0194302
2003/0023712
2003/0041106
2004/0083294
2004/0139208
2004/0181613
2004/0205448
2004/0220905
2004/0243622
2005/0010863
2005/0060643
2005/0138382
2005/0183039
2005/0246193
2006/0085766
2006/0095336
2006/0122889
2006/0168510
2006/0184421
2006/0248442
2006/0277167
2006/0294461
2007/0022072
2007/0027672
2007/0094241
2007/0124693
2007/0139430
2007/0240160
2007/0288589
2008/0028334
2008/0104502
2008/0183672
2008/0184128
2008/0320225
2009/0012969
2009/0164924
2009/0204478
2009/0217199
2009/0248680
2009/0254867
2009/0282021
2009/0287698
2009/0327914
2010/0036740
2010/0057639
2010/0125507
2010/0131594
2010/0138293

References Cited

U.S. PATENT DOCUMENTS

Bl
Bl
Bl
B2
B2
B2
B2
Bl
Bl
B2
B2
Bl
B2
B2
B2
Bl
Bl
Bl
Bl
B2
Bl
B2
Bl
B2
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al
Al

2/2006
5/2006
5/2006
8/2006
1/2007
1/2007
3/2007
4/2008
5/2008
6/2009
9/2010
11/2010
7/2011
8/2011
8/2011
9/2011
11/2011
12/2011
1/2012
5/2012
8/2012
9/2012
11/2012
12/2012
11/2001
3/2002
6/2002
12/2002
1/2003
2/2003
4/2004
7/2004
9/2004
10/2004
11/2004
12/2004
1/2005
3/2005
6/2005
8/2005
11/2005
4/2006
5/2006
6/2006
7/2006
8/2006
11/2006
12/2006
12/2006
1/2007
2/2007
4/2007
5/2007
6/2007
10/2007
12/2007
1/2008
5/2008
7/2008
7/2008
12/2008
1/2009
6/2009
8/2009
8/2009
10/2009
10/2009
11/2009
11/2009
12/2009
2/2010
3/2010
5/2010
5/2010
6/2010

Tsuda

Hayton et al.
Schwerdtfeger et al.
Keezer et al.

Tufts

Lueckhoff et al.
Tuli

Yang et al.

Kahle et al.
Johnson et al.
DeSantis et al.
Scofield et al.
Dixon et al.
Spalink et al.
Stefik et al.
Rogers

Spiegel

Hubbard et al.
Green

Kasha

DeSantis et al.
Offeretal. ......cccovennenne 715/753
Baumback et al.
Medovich
Verbitsky et al.
Robertson et al.
Anupam et al. ............. 709/205
Blumberg

Zhao et al.

Tuli

Lewis

Tuli

Hashimoto et al.
Grefenstette et al.
Chen et al.
Morisawa

Zernik

Glass et al.
Hougaard et al.
Revis

Roever et al.
Dominowska et al.
Heckerman et al.
Burdick et al.
Bryar et al.

Lipsky et al.
Rosenstein et al.
Gross et al.
Nadamoto et al.
Kao et al.

Decary et al.

M. Blackwell et al.
Dominowska et al.
Korn et al.
Paterson-Jones et al.
Chen et al.

De Mes

Olston

Canon et al.
Swenson et al.
Panzer et al.

Rail et al.

Flake et al.

Kaib et al.

Hara et al.
Kalavade

Farouki et al.
Bennett
Marmaros et al.
Adar et al.

Barashi

Schwarz et al.
Tarantino, III et al.
Kashimoto

Ramer et al.

2010/0218106 Al 8/2010 Chenet al.
2010/0293190 Al  11/2010 Kaiser et al.
2010/0312788 Al  12/2010 Bailey
2010/0318892 Al  12/2010 Teevan et al.
2010/0332513 Al 12/2010 Azaretal.
2011/0022957 Al 1/2011 Lee
2011/0029854 Al 2/2011 Nashi et al.
2011/0055203 Al 3/2011 Gutt et al.
2011/0078140 Al 3/2011 Dube et al.
2011/0078705 Al 3/2011 Maclinovsky et al.
2011/0119661 Al 5/2011 Agrawal et al.

2011/0161849 Al
2011/0173177 Al
2011/0173637 Al

6/2011
7/2011
7/2011

Stallings et al.
Junqueira et al.
Brandwine et al.

2011/0178868 Al 7/2011 Garg et al.
2011/0185025 Al 7/2011 Cherukuri et al.
2011/0191327 Al 8/2011 Lee
2011/0197121 Al 82011 Kletter
2011/0246873 Al  10/2011 Tolle et al.
2011/0249074 Al* 10/2011 Cranfill etal. ............ 348/14.02
2011/0289074 Al  11/2011 Leban
2011/0289157 Al  11/2011 Pirnazar
2011/0296341 Al  12/2011 Koppert
2011/0302510 Al 12/2011 Harrison et al.
2012/0047449 Al 2/2012 Burckart et al.
2012/0072821 Al 3/2012 Bowling
2012/0084644 Al 4/2012 Robert et al.
2012/0096365 Al 4/2012 Wilkinson et al.
2012/0110017 Al 5/2012 Guetal.
2012/0137201 Al 5/2012 White et al.
2012/0143944 Al 6/2012 Reeves et al.
2012/0150844 Al 6/2012 Lindahl et al.
2012/0166922 Al 6/2012 Rolles
2012/0198516 Al 82012 Lim
2012/0215833 Al 8/2012 Chenet al.
2012/0215834 Al 8/2012 Chenet al.
2012/0215919 Al 8/2012 Labat et al.
2012/0284629 Al  11/2012 Peters et al.
2012/0317295 Al  12/2012 Baird et al.
2012/0331406 Al  12/2012 Baird et al.
2013/0007101 Al 1/2013 Trahan et al.
2013/0007102 Al 1/2013 Trahan et al.
2013/0031461 Al 1/2013 Hou et al.
2013/0080611 Al 3/2013 Lietal
2013/0097380 Al 4/2013 Colgrove et al.
OTHER PUBLICATIONS

Brinkmann, M., “Record and Share your browser history with
Hooeey,” ghacks.net, Feb. 26,2008, 6 pages, printed on Jan. 25,2013.
Considine, A., “The Footprints of Web Feet,” The New York Times,
Mar. 4, 2011, 3 pages, printed on Jan. 25, 2013.

EyeBrowse: Record, Visualize and Share your Browser History,
Information Aesthetics, Sep. 18, 2009, 2 pages, printed on Jan. 25,
2013.

Feuerstein, Adam, “Flyswat Takes Aim,” San Francisco Business
Times, printed from http://www.bizjournals.com/sanfrancisco/sto-
1ies/1999/10/25/story2 html?t=printable, Oct. 22, 1999, 2 pages.
Gabber, et al., “How to Make Personalized Web Browsing Simple,
Secure, and Anonymous,” Financial Cryptography, 16 pages (1997).
Gingerich, Jason, “Keycorp Making Site Into Portal,” KRTBN
Knight-Ridder Tribune Business News (South Bend Tribune, Indi-
ana), Oct. 25, 1999, 2 pages.

Hopper, D. lan, “Desktops Now Have Power to Comparison-Shop,”
Oct. 18, 1999, printed from http://www.cnn.com/TECH/computing/
9910/18/r.u.sure/index.html, 3 pages.

Van Kleek, M., Introducing “Eyebrowse”—Track and share your
web browsing in real time, Haystack Blog, Aug. 28, 2009, 3 pages,
printed on Jan. 25, 2013.

Web page titled “RSS Ticker: Add-ons for Firefox,” https://addons.
mozilla.org/en-US/firefox/addon/rss-ticker/, 3 printed pages, printed
on Feb. 7, 2013.

Web page titled “What Internet Users Do on a Typical Day, Trend
Data (Adults), Pew Internet & American Life Project,” printed from
http://pewinternet.org/Static-Pages/Trend-Data-(Adults)/Online-
Activities-Daily.aspx on Nov. 29, 2012, 4 pages.



US 9,383,958 B1
Page 3

(56) References Cited
OTHER PUBLICATIONS

Rao, H.C.-H., et al., “A Proxy-Based Personal Web Archiving Ser-
vice,” Operating Systems Review, 35(1):61-72, 2001.

Teevan, J., et al., “Changing How People View Changes on the Web,”
2009, Proceedings of the 22" Annual ACM Symposium on User
Interface Software and Technology, New York, 2009, pp. 237-246.
Chen, H., et al., “Bringing Order to the Web: Automatically Catego-
rizing Search Results,” Proceedings of the SIGCHI Conference on
Human Factors in Computing Systems, Apr. 1-6, 2000, pp. 145-152.

Close ‘n” Forget Firefox add on, Evilfantasy’s blog, http://
evilfantasy.wordpress.com/2009/03/24/dose-
%E2%80%98n%E2%80%99-forget-firefox-add-on/, retrieved Mar.
24, 2009, 1 page.

Baumann, A., et al., Enhancing STEM Classes Using Weave: A
Collaborative Web-Based Visualization Environment, Integrated
Stem Education Conference, Apr. 2, 2011, Ewing, New Jersey, pp.
2A-1-2A-4.

De Carvalho, L.G., et al., Synchronizing Web Browsing Data With
Browserver, Proceedings of the IEEE Symposium on Computers and
Communications, Jun. 22-25, 2010, Riccione, Italy, pp. 738-743.

* cited by examiner



US 9,383,958 B1

Sheet 1 of 17

Jul. §5,2016

U.S. Patent

FITIAOAd  £01

ONIINIWOD
AHOMIIN
21— | gowvaols
ST~ DON
g5 —1 1 2dOdION
o1 /| IOVHOILS
L L) DON
57 &/ 1 8dOd ON
051 — | IOVIOILS
0¢T — ) JON
/1 VdOd DON
FEL —1

Yen

001

314

HIAYIS 9IM

/ A4

FIAINONT 90T
IDINYIS NAD
Nﬁ Wwﬁ
FHOVD
INIITD | | INTTTD 21 A4 3unos:
05T - Y ¥IAYIS SNA
$7L Y I dOdNaD |
) MIOMIIN N >
A THOVD
L 971 ~ FOUNOSTA
i.u/’l!.l!u|r/ "
801 Fzr /7 ¥IAUIS SNA
ooy /M dOd NGD
L~ FHOVD
MIAIAO¥d INTINOD 0CL IMNOSTA
- o1f ) MAAUIS SNA
SN ¥dAdds 1d0d NaD
_NOILYOI1ddV orp |
FII |t HIAMES NIOIIO




US 9,383,958 B1

Sheet 2 of 17

Jul. §5,2016

U.S. Patent

‘781

(4171

183N0OTI NOISSIS \

ISMOFE MAN (1) _— INITTD

dOd OON

VAAIAOMd  Z0L
ONLINdNOD
MAOMIAN

INTINIILIA (€)

N

ISTINOTI NOISSTS
ISMOYI MAN )

951~  IOVHOIS .\

HL )  4dOdION

"D
I MYOMIIN
fl\k(/ﬁ\/

ISsTNOTA NOISSIS
ISMOMNEI MIN (0)

801

YAAIAOYd INZINOD

II1 _
/\) HIAUAS
NOILLVOI'lddV

- MIAYIS NIDINO

i

FHOVD
AIAYIS IM
0z~ goumosay 01T Ve
8TL 771 dIAUIS SN POL
{ 1dOd NaD
001 9IL l\)



US 9,383,958 B1

Sheet 3 0f 17

Jul. §5,2016

U.S. Patent

‘€31
20T
yIamodas <01 \
ONILNAINOD SYILILINIAT
NYOMLIN IONNOST IN3I'D
aIaaIgng 901
HIIM IDMNOSTI
MMOMIAN
A0UNOSTA qIISINOT (5) SAFHIINIAT
MmoE%z e / IIYNOSTI
mmm%w%m m% A | NAOMIAN e aiaaigwi
, / HIIM IDIN0OSTA
‘. MYOMIIN
\ IOVHOILS airsanodIyd )
e
9pL V ADNVISNI 1SN0y \
/iNorssasasmoug ||, 3DUNOSIA 4IAIAOUd INTINOD
FPL o J MYOMIAN (@) T
JION ) ISsanoIy LIt
Ve g JOd DON e IDINOSTA SN HIANIS
ré A IDONVISNI MIYOMIIN Am.v Ir NOILVYOI'lddVY
NOISSTS ISMONA — _
MAN JZITVILINI () BA|V ATAUIS NIOTIO
THOVD VIATIS 9IM
ozt ) IOINOSTH 01t f\/ o

o) MIAYAS SNA

IdOd NdD




US 9,383,958 B1

Sheet 4 of 17

Jul. §5,2016

U.S. Patent

'“ .%.Nrm
qIAINONd 201
ONIINdWOD 801
MAOMIAN
SINUNOSTH
azadaigng
AiIsINOTI \ s
YOMIAN &
@v
IOVIOIS I1SIN0Iy
\ INNOSTA
w1 V IONVISNI Jadiama
L ! @
- /| NOISSTS ISMO¥E || ,
O0ON | ay¥nosav
o~ 8d0dON | azaazawi m \
J IOUNOSTA |
aaaaigmwd
A41SINOTH
NOLLVIIOIINOGD ()
ISMOME NOISSIS FHOVD
ALOWTH INTNNZIAA (9) 02 ~" | gnoshI
STIANOSTA
ag1sIN0OIY SSID0UI () grz | ¥HA¥IS SN
1d0Od NdD
9IL S

INAITD 00t
IANNOSTY
aiisanoIy
aiqaaigmwg
©)
Isin @mz
I2UNOSTH
aiaaigwi () /
YTAIAOUC INTINOD
IIL
N PELVED)
ZIL NOILLVOriddy

PIL - > MIANTS NIOTIO

HIAYIS 9IM




US 9,383,958 B1

Sheet 5 0f 17

Jul. §5,2016

U.S. Patent

¢S]
YIAIAQMd 20T SITNSTA ONISSTDONd
INLINIWNOD ailvadn dNv vivd
SRIOMIIN NOILIDVYIINI ¥3sh
FLOWT IONVHOX I ()
SITNSTH ONISSTDOUd
airvadn aNv vivd .
NOILDWVYIINI ¥35n
FLOWTH IONVHIXIT (S)
\ IOVIOIS \
L Vv ADNV.ISNI !
NOISS3S ISMO¥d
FEL \;
JON
- e g d0d DON T
LTINSy
SNOLIDVMIINI ONISSID0Ud
AISh FITOWTH TVLLINI (T)
$SI20Ud (9)
s
0zt~ gounosIy
g1T — ] ¥IA¥IS SNA
uk I1dOd NdD
9IL va

00t

0L

\

o~ SNOLLOVIIINT

} IS TVO01

JINATIO
— $5200¥d (¢}

J

J_
__”

/lk LTSIy
ONISSIDOHUd

TVILINI (T)

HITINOUL INTINOD

NETVED
cri NOILLVOITddV

HIAYIS NIDTIO

HIAMIS 4IM




US 9,383,958 B1

Sheet 6 of 17

Jul. §5,2016

U.S. Patent

‘9°31]
(i)

ISINOTI NOISSIS \

ISMOYIMIN (I) _—{INITDD

dOd DIN
_ ANIWYALIA (€) \
JIAINOYd L0 A \J
ONLINdINOD L
XIOMIIN 41{\/ Py \A
-
~ MAOMIAN ) 00t
y ISTnoTI
FOVIOILS / NOISSIS
. ASMO¥I MAN (2)
g FINVISNI ot
NOISSIS ISMOUE o
YAAIAOYd INAINOD
971 V IDNVISNI \
NOISSTS ISMO¥d |+ IsINTTI NOISSIS ITI
55T ISMO¥E MIN (7) YN U35
20N 41} NOILYIITddV
Y gdodooN —
rL 7 4/ PIL |a—w| MTANTS NIOTHO
| FHOVD T
//1\\ 021 —" | gownosz /7 MIAY3S 4AM
‘IONVISNI o1 -] MAAMIS SNa a7 0
NOISSAS ISMOII A Ta0anm
MAN IZI'TVILINI (S) 911



US 9,383,958 B1

Sheet 7 of 17

Jul. §5,2016

U.S. Patent

'L 81

/174 |

47N |

CETTIT TS Surddors FT T N ET TR | FWOH sy

‘

j
8
=
@
vy

211SQIM YIUDIS

“3IISQIMZAX 1V 340 1Of
uaym unf Suravy 1w nok mouy nox ‘asmotq oi sponposd puv op o3

sSuwyy yuasaffip Auvw fo ynfopsqam v [211SGIMZAX 01 FU0ITIM

]

|
\W.\\.
\“ b LN |
i ISGPIMZAX — | T
\m 07 21021IM |
|
&_ IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII 1
m E w0 fagyoal | ondoys OHSAIMZAX _H.)eﬁ
094 [4] WOD'3LISSIMZAX MMMY:dLLH] $S3uaTv | _ SHNIT]
INMd  32IS VW A¥OLSIH S3LMOAVH HONVIS 3JWOH HSTU4T¥ dOIS  QUYMNOA  Move
= e a a
g v -8 » B B U § & ¢ s
||||||| d13H_$100I SILNOAV MIA LiaT 373
B@E Rt Embm__"mc_mso._m Apueing - woas)sqemzAX :Buiddoys sjuasald seunsuyct-gn,
807



U.S. Patent

800

Jul. §5,2016

Sheet 8 of 17

Networking

HTML

CSS

Collections

JavaScript

Marshalling

Native Object
Model

Formatting

Block Building

Layout

Display

Fig.é.

US 9,383,958 B1

T 802

T 804

_ 806

“_ 808

" 810

- 812

- 816

- 818

820

o 822



U.S. Patent

900

Jul. §5,2016 Sheet 9 of 17

US 9,383,958 B1

902
GTART NEW BROWSE SESSION ROUTI@I

A 4

OBTAIN USER REQUEST FOR NEW
BROWSE SESSION INSTANCE

v

INITIALIZE NEW BROWSE SESSION
INSTANCE AT NETWORK
COMPUTING COMPONENT POP

L]

PROVIDE NETWORK RESOURCE
REQUEST

v

OBTAIN NETWORK RESOURCE WITH
EMBEDDED RESOURCE IDENTIFIERS

-~ 910

Y

PROVIDE EMBEDDED RESOURCE
REQUEST(S)

|~ 912

!

OBTAIN RESOURCES

'

DETERMINE REMOTE SESSION
BROWSE CONFIGURATION

Y

PROCESS CONTENT

v

PROVIDE INITIAL PROCESSING
RESULTTO CLIENT

|~ 920

922

Fig.9.



US 9,383,958 B1

Sheet 10 of 17

Jul. §5,2016

U.S. Patent

0131

SN SNOILLDVYTINI
¥3SN $SI00Ud
SN INTINOD
40 NOILVINISTIdTI AVIdSIa
0101 | LTNSTA ONISSTIONUd TVILINI
NO SdALS ONISSIO0Nd
ONINIVINZY WHOJ¥3d
+
— Lmsay
DNISSIDONd TVILINI NIVILO
3
9001 | IONVISNI NOISSIS I5MO¥d
MAN 304 ISINDTY IAIA0¥d
00T SININOJIWOD
FOVANAINI TYOOTAVIdSIA

2001 ANLINOYM NOLLD VI INTI NOISSTS
ISMOIE MIN INII'TD LAVIS




US 9,383,958 B1

Sheet 11 of 17

Jul. §5,2016

U.S. Patent

‘TI31

vy &
AVIdSIA INZINOD ILVAdhn Pl
A f
ozirw|  TISTIONISSIIOUL 7711
ailvdadn ss1D>0¥d
A PIII
A 1ms:onissadoud
8IIL ailvadn NIVIS9o me:
A H(SMIDAASY
VIVd NOLIDVAAINI OWTH SVH ONISSIION] SININQOdINGD
¥ASN LLOWTH AAIAONd NOLIDVIAINI IOVMAINI TVI01 1LVadn
w yASH Y
9711 ’
2(S)ID3dST
VD01 SVH ONISSIDOY. NOLIDVYAINI ¥ASh 40

S0TL

NOIIDVIIINI
dIsn

(8)LD3dSV TVIO1 §5SI00Ud

f

0LLL
| siNawaim O ONISSIOOU
9011 NOLLDVIZINI ININILLIA
#0111 NOILIDVMZINI ¥ASN NIVIIO /
o1t r\hmzﬁnom NOILIDVHAINI ¥ASN SSI004d b:mmv 0011




US 9,383,958 B1

Sheet 12 of 17

Jul. §5,2016

U.S. Patent

9T TN

1743

[ 4

A,

dIAINOYUL
ONILNdWOD
HUYOMIIN

JOVAOLS

VIXAINGD
ISMO¥d
INZISISHId

JON

) gd0d JDON

001

‘7181
Vol
NOLLYIWNMOAINT \
INTWNOVIANT
NOISSAS _»| INTTTD
ASMONET IONVHIXT (1) 7
MAOMIIN - ISIN0OIY INIITD
/ IXHINOD ISMOYT
INFISIS¥Id MAN ()
IXZINOD ISMONT
INTISISYAd MAN (€)
i S FIATAOUD INZINOD

\
]
/ IXTINOD III

~__ASMO¥Y INIISISHId ~— zowhm%umww v
MIN TZITVLLINI (5)

21} VIAYIS NIDIHO
v cH ATAMIS 4IM
204NOSTA 011 a
MIANIS SNA 7oL
1 JOd NaD



US 9,383,958 B1

Sheet 13 0of 17

Jul. §5,2016

U.S. Patent

"§1°31d \é
NOLIVIWNYOINI
INTFWNOWIANT INITIO
IXTINOD
ISMOYL IDNVHOXI (D) _—
HIAIAOUd
ONLINdNOD 201
XHOMIAN \
\l/ o e
" NOILVWMOINT |
NOILVWHOINI INTITO
T sowwors IXZINOD ASMOYE ﬁm MIOMLIN NOISSTS ISMOYL
TIIVIIVAY (2) FIAVIIVAV (£)
V.IXIINOD
ISMOYT
&\ INTISISHId
i JON \ _ L
—
A g dOd DON NOLIDFTIIS NOLIDITIS
L — IXTINOD ISMONI IXZINOD ISMOYY
£01 INFISISHAd (5) INTISISHA (F)
HAAIAOCHd INTINOD
Ir_— HANAAS
AHOV) NOILVITTddV
ot~ wposmy® |0 | 000 L= dv
grr ) ¥IAYAS SNA MIAMTS NIOTIO
I1dOd NAD ,
h\ orr -/ IAYIS 4IM

001




US 9,383,958 B1

Sheet 14 of 17

Jul. §5,2016

U.S. Patent

o

(443

. .%N
I old VZ0I~_| INIITD
/ SITNSTM
VIvd / DNISSTIONd
NOLLDVIALNI airvadn aNv
VIAIAONI
AISN LLOWTA (1) \ VIVA NOLLDVIAINI
ONLLIINO. / -0D ¥ISN (7)
MAOMIIN VIVA
NOLLDVIZINI
N HASN ZLOWTY (. T)
FOVIOIS T T _ SITNSTI ONISSTD0NUd
T~ L\ aiivadn dNv vivd
— o NOIIDVIIINI-OD ¥35h (D)
|| vixawoo T ermsmt .~ OOV
ISMOo¥d A ryomian
DNISSTIOUd
INTISISYId -
A1Ivadn aNv N ~
JON VLVd NOLLDVMAZINI ~— INAITO
-0D ¥3SN (@) vivd
9 d0d DN c01 NOLLOVYLINI
- 4201
207 VTSN ZLOWTH (T)
VIVd
NOLIDVIALINI
¥IASN ALOWTH (.T) YIAAOU INIINOD
1491
NN NELVED
NOILIVIITddV
dHOVD PIT |a— ¥IANAS NIODIO
02T~ pownoszy i
gIT | ¥MIAUIS SNd 421 ~~ wanwas aam
C _/"L_IdOdNGD Y} 1
001 911 7oL




US 9,383,958 B1

Sheet 15 0of 17

Jul. §5,2016

U.S. Patent

0051

4 i
_ !
_ I
_ I
_ I
||IIIIIIIIIIIIIII_II|IIIIIIIIIIIIII.“a ||||||||||||||||||||
W ALVADRId _ L0/ FL/T " SIURO0IY Juvg
7 P A LS
N - _ II0Z/C1/T _ yoapasay av) N\
N||||n||||||||||||“|||nl..|||||||||||+ |||||||||||||||||||| 2SI
g uvhig ! II0z/02/Ct ! Suiddoys spuasarg svugsiayd
| Suismoag Ayguaiin) PSSy 35y UV N IX2]10)) ISMOLE
o SIXIJUO) ISMOLG JUIISISIAJ JUILIND
XLCIE IX31NOJ ISMO¥E 103138 :JWOH S:NHOf



U.S. Patent Jul. 5, 2016

Sheet 16 of 17 US 9,383,958 B1

START CLIENT CO-BROWSING
ROUTINE 1602

Y

EXCHANGE PERSISTENT
BROWSE CONTEXT
ENVIRONMENT INFORMATION

" 1604

! PROVIDE PERSISTENT BROWSE
CONTEXT ENVIRONMENT
AUTHENTICATION
INFORMATION

o ———— e —

B

Y

OBTAIN ACITIVE PERSISTENT
BROWSE CONTEXT
INFORMATION

1610

1600

1612

{

PROVIDE NEW PERSISTENT
BROWSE CONTEXT REQUEST

1614

PROVIDE PERSISTENT
BROWSE CONTEXT

SELECTION

1616 |

1620
OBTAIN PROCESSING

RESULTS

OBTAIN INITIAL PROCESSING
RESULTS AND BROWSER
CONFIGURATION
INFORMATION

Y

Y
1622 OBTAIN CO-INTERACTION

PROVIDE USER INTERACTION
DATA

1618

e DATA

1624

Fig.16.



U.S. Patent Jul. 5, 2016 Sheet 17 of 17 US 9,383,958 B1

et
=]

START REMOTE CO-BROWSING
ROUTINE 1702 / 1700

v
EXCHANGE PERSISTENT BROWSE
CONTEXT ENVIRONMENT e 1704
INFORMATION WITH CLIENT
COMPUTING DEVICE

v

PROVIDE ACTIVE PERSISTENT 1706
BROWSE CONTEXT -
INFORMATION

v

OBTAIN PERSISTENT BROWSE
CONTEXT SELECTION L1708
INFORMATION

Y

DETERMINE CONTENT TO 1710
UPDATE "

v

UPDATE DETERMINED CONTENT
FOR PERSISTENT BROWSE 1712

CONTEXT
Y
GENERATE INITIAL PROCESSING 1714
RESULTS " 1718
\
1716 .| PROVIDE INITIAL PROCESSING |__| OBTAIN INTERACTION DATA
) RESULTS TO CLIENT > FROM CLIENT
Y
OBTAIN INTERACTION DATA
1720 " EROM OTHER CLIENTS
1722\ PROVIDE UPDATED
PROCESSING RESULTS AND
1724 END e -——--—-—1 CO-INTERACTION DATA TO
CLIENT




US 9,383,958 B1

1
REMOTE CO-BROWSING SESSION
MANAGEMENT

BACKGROUND

Generally described, computing devices and communica-
tion networks can be utilized to exchange information. In a
common application, a computing device can request content
from another computing device via the communication net-
work. For example, a user at a personal computing device can
utilize a software browser application, typically referred to as
a browser, to request a Web page from a server computing
device via the Internet. In such embodiments, the user com-
puting device can be referred to as a client computing device
and the server computing device can be referred to as a
content provider. Generally, the user may request, obtain, and
interact with a number of requested Web pages or other con-
tent simultaneously or in sequence through the software
browser application.

With reference to an illustrative example, a user may
request one or more Web pages or other content from a con-
tent provider via the Internet or from a local source. In one
specific embodiment, each Web page or piece of content may
be visually represented as displayed in one or more windows
or tabs within the software browser application. [llustratively,
the user may interact with the one or more Web pages or other
content. For example, the user may enter data in a form on a
Web page, or change an attribute of a Web page or piece of
content. The user may further open or close tabs or windows
in the software browser application, follow links or otherwise
request additional Web pages or content, or any number of
other activities that may modify the internal state or presen-
tation of the browser, one or more Web pages, or other content
during the sequence of actions, typically referred to as a
browsing session or session. Accordingly, the displayed con-
tent, content state, and browser state at a point in time during
the browsing session may be referred to as a browsing con-
text.

Generally, terminating the execution of the software
browser application (e.g., closing or exiting) may end the
browsing term, and often results in the loss of browsing
context associated with the closed browsing session. Some
software applications facilitate the re-creation of at least a
portion of the content displayed during a previous browsing
session via archives, however, the re-creation corresponds to
a new browsing session. Additionally, the browsing context
and displayed content is typically available to only a single
browsing software application on a single client computing
device at a time. As described above, a user may access the
same (or similar) content from an alternate browsing software
application, but such access relates to a new browsing session
unique to the alternate browsing software application. Still
further, users may share content by forwarding the network
identifiers (e.g., Uniform Network Locators (URL)) of one or
more Web pages. However, access to such shared content
does not allow for multiple users to access the same browsing
context.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing aspects and many of the attendant advan-
tages of this invention will become more readily appreciated
as the same become better understood by reference to the
following detailed description, when taken in conjunction
with the accompanying drawings, wherein:

FIG. 1 is a block diagram illustrative of a content delivery
environment including a number of client computing devices,
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content provider, a content delivery network service provider,
and a network computing provider;

FIG. 2 is a block diagram of the content delivery environ-
ment of FIG. 1 illustrating the generation and processing of a
new browse session request from a client computing device to
a network computing provider;

FIG. 3 is a block diagram of the content delivery environ-
ment of FIG. 1 illustrating the generation and processing of a
request for a network resource from a network computing
provider to a content provider;

FIG. 4 is a block diagram of the content delivery environ-
ment of FIG. 1 illustrating the generation and processing of
one or more requests corresponding to one or more embedded
resources from a network computing provider to a content
provider and content delivery network;

FIG. 5 is a block diagram of the content delivery environ-
ment of FIG. 1 illustrating the generation and processing of
browse session data and user interaction data between a net-
work computing provider and client computing device;

FIG. 6 is a block diagram of the content delivery environ-
ment of FIG. 1 illustrating the generation and processing of an
additional new browse session request from a client comput-
ing device to a network computing provider;

FIG. 7 is a user interface diagram depicting an illustrative
browser interface and display of browse session content;

FIG. 8 is a diagram depicting illustrative browser content
processing actions as a series of processing subsystems;

FIG. 9 is a flow diagram illustrative of a new browse
session routine implemented by network computing pro-
vider;

FIG.101s a flow diagram illustrative of a client new browse
session interaction routine implemented by a client comput-
ing device; and

FIG. 11 is a flow diagram illustrative of a process user
interaction routine implemented by a client computing
device.

FIG. 12 is a block diagram of the content delivery environ-
ment of FIG. 1 illustrating the generation and processing of a
new persistent browsing context request from a first client
computing device to a network computing provider;

FIG. 13 is a block diagram of the content delivery environ-
ment of FIG. 1 illustrating the generation and processing of a
request to access an existing persistent browsing context from
a second client computing device to a network computing
provider;

FIG. 14 is a block diagram of the content delivery environ-
ment of FIG. 1 illustrating the generation and processing of
remote user interaction data, processing results, and co-inter-
action data between a first client computing device, a second
client computing device, and a network computing provider;

FIG. 15 is a user interface diagram depicting an illustrative
browsing context selection interface;

FIG. 16 is a flow diagram illustrative of a client co-brows-
ing routine implemented by a client computing device; and

FIG. 17 is a flow diagram illustrative of a remote co-
browsing routine implemented by a network computing pro-
vider.

DETAILED DESCRIPTION

Generally described, the present disclosure is directed to
the generation and management of a remote collaborative
application session between client computing devices and
content providers in conjunction with a network computing
provider. Specifically, aspects of the disclosure will be
described with regard to the establishment of a remote per-
sistent browsing context at a network computing provider, the
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request to access the persistent browsing context by a firstand
second client computing device, and the transmission of
browser and client state data and client interaction data
between the first and second client computing devices and the
network computing provider. Although aspects of the
embodiments described in the disclosure will focus, for the
purpose of illustration, on the management of a collaborative
persistent browsing context relating to a software browsing
application, one skilled in the art will appreciate that the
techniques disclosed herein may be applied to any number of
software processes or applications. Further, although various
aspects of the disclosure will be described with regard to
illustrative examples and embodiments, one skilled in the art
will appreciate that the disclosed embodiments and examples
should not be construed as limiting.

With reference to an illustrative example, a first user may
cause a first client computing device to load a software
browser application (henceforth referred to as a “browser”)
for accessing content provided by one or more content pro-
viders. [llustratively, the accessed content may include a col-
lection of one or more network resources (e.g., a Web page)
and embedded resources such as images, video, audio, text,
executable code, and other resources. In one embodiment, the
browser may have a content display area or pane for display-
ing the accessed network content in addition to one or more
local interface components, such as toolbars, menus, buttons,
or other user interface controls. Local interface components
may be managed and controlled by the software browser
application or any other process executing or implemented
locally at the first client computing device. Illustratively,
managing user interface controls locally may allow for a
responsive user interface, as interactions by the first user are
processed locally on the first client computing device.

Subsequent to the browser being loaded, in one embodi-
ment, the first client computing device may exchange persis-
tent browsing context environment information with the net-
work computing provider defining or identifying one or more
persistent browsing context preferences or other background
information (e.g., bookmarks, browser history, etc) to be
associated with the persistent browsing context. In a further
embodiment, the persistent browsing context environment
information may include information identifying one or more
existing persistent browsing contexts at the network comput-
ing provider that may be accessible to the first client comput-
ing device. Subsequent to, before, or simultaneous with the
exchange of persistent browsing context environment infor-
mation, the first client computing device may provide a new
persistent browsing context request to the network computing
provider. The address or location of a network computing
provider capable to service the persistent browsing context
request may be hardcoded into the browser, may be config-
urable by the first user, may be obtained from a network
address service, or may be determined in any other way.

In an illustrative embodiment, responsive to the persistent
browsing context request received from the first client com-
puting device, the network computing provider may instan-
tiate or cause to have instantiated one or more computing
components associated with the network computing provider
that will host a browser software application. For example,
the network computing provider can instantiate, or cause to
have instantiated, an instance of a virtual machine that
includes a software browser application capable of maintain-
ing a persistent browsing context. In another example, the
network computing provider may instantiate or identify a data
store for storing data corresponding to various content, con-
tent states, and browser states comprising a persistent brows-
ing context
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Tustratively, the first client computing device may provide
one or more content requests to the network computing pro-
vider including information identifying one or more sources
for the requested content. The identifiers can be in the form of
network addresses of network resources, such as a Web site or
other network accessible piece of content. For example, the
first user may select or enter a URL, (e.g., http://www.x-
yzwebsite.com) into a browser window, causing the first cli-
ent computing device to transmit a request for a new content
to the network computing provider, including the selected
URL.

In response to the one or more content requests, the net-
work computing provider may create new remote browse
sessions for one or more of the new content requests. The
network computing provider may request the identified net-
work resource(s) from one or more content providers, a con-
tent delivery network, or a local or associated cache compo-
nent. For example, the browser software application on the
instantiated network computing component can process a
primary network resource and then generate additional con-
tent requests for content identified in one or more embedded
resource identifiers (e.g. pictures, video files, etc.). Illustra-
tively, in the case of other, non-browser, applications, net-
work resources, or content may include any file type or format
known in the art and supported by the specific software appli-
cation.

Having obtained the initially requested content (e.g., the
requested network resource and embedded resources), the
network computing provider may identify a remote session
browsing configuration specifying a remote session commu-
nication protocol for use in transmitting the requested con-
tent, user interaction data, intermediate processing results,
and other information between the browser being executed on
the first client computing device and the browser being
executed at the instantiated network computing component
on the computing and storage provider. The information
exchanged between the browser on the instantiated network
computing component and the browser on a client computing
device can be generally referred to as “browser session infor-
mation.”

In addition to specifying a remote session communication
protocol for transmitting information between the first client
computing device and the instantiated network computing
component, in one embodiment, the identified remote session
browsing configuration may specify that one or more process-
ing actions to be performed on the requested content are to be
performed at the network computing provider rather than, or
in addition to, at the first client computing device. In accor-
dance with the selected remote session browsing configura-
tion, the first client computing device and the instantiated
network computing component may exchange browser ses-
sion information such as processing results (e.g., state data or
display data representing the requested content), user inter-
action information, and subsequent content requests. The first
client computing device may display the processing results
and other browser session information for the first user and
accept various inputs and interactions from the first user to
provide to the network computing provider. Accordingly, in
some embodiments, the first user may experience the
requested content similarly to as though the first user was
processing the requested content locally at the client comput-
ing device.

Subsequent to establishing the persistent browsing context
and requesting content, a second user may choose to join the
first user’s term of browsing at the client computing device.
The second user may connect to the persistent browsing con-
text associated with the first user’s term of browsing simul-
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taneously with the first user in a manner similar to that as
described above. In one embodiment, the second user may be
supplied with a link, electronic address, or other information
allowing the second user to access the persistent browsing
context through the second client computing device. Once
connected to the persistent browsing context, the second cli-
ent computing device may receive browser session informa-
tion associated with the persistent browsing context, includ-
ing processing results corresponding to any displayed
content. [llustratively, the remote session browsing configu-
ration selected for the second client computing device may be
the same or different as the remote session browsing configu-
ration selected for the first client computing device. In addi-
tion to processing results corresponding to content, the sec-
ond client computing device may further receive
co-interaction data associated with the first user, including
representations of the first user’s interactions with the dis-
played content at the first client computing device. For
example, as the first user moves a cursor or selects aspects of
the displayed content on a screen of the first computing
device, the second client computing device may receive co-
interaction data corresponding to a representation of these
interactions. Accordingly, the second client computing
device may display the representation of the first user’s inter-
actions, allowing the second user to see the cursor movement
and selections of the first user. Similarly, the first user may
receive co-interaction data at the first client computing device
corresponding to representations of the interactions of the
second user with the displayed content. Simultaneously or
collaboratively browsing and interacting with content with
other users may be generally referred to as “co-browsing.”
Tlustratively, one or more of the first and second user may
close or exit the browser on the client computing device,
power down the client computing device, or simply turn his
attention away from the content displayed at the browser on
the client computing device. Illustratively, the persistent
browsing context may be maintained at the network comput-
ing provider regardless of either user ending his interaction
with the browser application at the client device. For example,
the network computing provider may maintain one or more
components of a software browser application associated
with the persistent browsing context running at the network
computing provider, may store information associated with
the persistent browsing context state, or any combination
thereof. Illustratively, either user requesting to access the
persistent browsing context at a later point in time may cause
the network computing provider to provide browser session
information associated with the persistent browsing context
(e.g., processing results associated with the content and state)
to the client computing device for display in the browser.
Iustratively, from the perspective of the user accessing the
persistent browsing context, the state and appearance of the
content displayed at the client computing device may thus
appear to duplicate or appear similar to the state and appear-
ance of the content before the last user to interact with the
content ended his prior term of browsing. In various embodi-
ments, maintain the persistent browsing context at the net-
work computing provider may allow users to access and leave
persistent browsing contexts seamlessly without disrupting
interactions or browsing terms of other users simultaneously
interacting with the associated content. Although illustrative
embodiments and examples provided herein may discuss col-
laborative browsing between two client computing devices
for purposes of illustration, one of skill in the relevant art will
appreciate that any number of client computing devices may
participate in one or more collaborative browsing sessions
and may utilize any of the functionality herein described.
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FIG. 1 is a block diagram illustrative of a networked com-
puting environment 100 for the management and processing
of content requests. As illustrated in FIG. 1, the networked
computing environment 100 includes a number of client com-
puting devices 102 (generally referred to as clients) for
requesting content and content processing from a content
provider 104, CDN service provider 106, or network comput-
ing provider 107. In an illustrative embodiment, the client
computing devices 102 can corresponds to a wide variety of
computing devices including personal computing devices,
laptop computing devices, hand-held computing devices, ter-
minal computing devices, mobile devices (e.g., mobile
phones, tablet computing devices, etc.), wireless devices,
various electronic devices and appliances and the like. In
subsequent figures, the client computing devices 102 may be
individually labeled for the purposes of illustration as client
computing device 102A and client computing device 102B. It
should be understood that each client computing device 102A
and 102B may be the same as or different than each other or
any other client computing device 102. Further, while two
client computing devices 102 are depicted here for the pur-
poses of illustration, it should be understood that any number
of client computing devices may be utilized in association
with the subject matter as disclosed. In an illustrative embodi-
ment, the client computing devices 102 include necessary
hardware and software components for establishing commu-
nications over a communication network 108, such as a wide
area network or local area network. For example, the client
computing devices 102 may be equipped with networking
equipment and browser software applications that facilitate
communications via the Internet or an intranet. The client
computing devices 102 may have varied local computing
resources such as central processing units and architectures,
memory, mass storage, graphics processing units, communi-
cation network availability and bandwidth, etc.

The networked computing environment 100 can also
include a content provider 104 in communication with the one
or more client computing devices 102 or other service pro-
viders (e.g., CDN service provider 106, network computing
provider 107, etc.) via the communication network 108. The
content provider 104 illustrated in FIG. 1 corresponds to a
logical association of one or more computing devices associ-
ated with a content provider. Specifically, the content pro-
vider 104 can include a web server component 110 corre-
sponding to one or more server computing devices for
obtaining and processing requests for content (such as Web
pages) from the client computing devices 102 or other service
providers. The content provider 104 can further include an
origin server component 112 and associated storage compo-
nent 114 corresponding to one or more computing devices for
obtaining and processing requests for network resources from
the CDN service provider. The content provider 104 can still
further include an application server computing device 111,
such as a data streaming server, for processing streaming
content requests. One skilled in the relevant art will appreci-
ate that the content provider 104 can be associated with vari-
ous additional computing resources, such as additional com-
puting devices for administration of content and resources,
DNS name servers, and the like. For example, although not
illustrated in FIG. 1, the content provider 104 can be associ-
ated with one or more DNS name server components that
would be authoritative to resolve client computing device
DNS queries corresponding to a domain of the content pro-
vider.

With continued reference to FIG. 1, the networked com-
puting environment 100 can further include a CDN service
provider 106 in communication with the one or more client
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computing devices 102 and other service providers via the
communication network 108. The CDN service provider 106
illustrated in FIG. 1 corresponds to a logical association of
one or more computing devices associated with a CDN ser-
vice provider. Specifically, the CDN service provider 106 can
include a number of Point of Presence (“POP”) locations 116,
122, 128 that correspond to nodes on the communication
network 108. Each CDN POP 116, 122, 128 includes a DNS
component 118, 124, 130 made up of a number of DNS server
computing devices for resolving DNS queries from the client
computers 102. Each CDN POP 116, 122, 128 also includes
a resource cache component 120, 126, 132 made up of a
number of cache server computing devices for storing
resources from content providers and transmitting various
requested resources to various client computers. The DNS
components 118, 124, and 130 and the resource cache com-
ponents 120, 126, 132 may further include additional soft-
ware and/or hardware components that facilitate communi-
cations including, but not limited to, load balancing or load
sharing software/hardware components.

In an illustrative embodiment, the DNS component 118,
124, 130 and resource cache component 120, 126, 132 are
considered to be logically grouped, regardless of whether the
components, or portions of the components, are physically
separate. Additionally, although the CDN POPs 116,122,128
are illustrated in FIG. 1 as logically associated with the CDN
service provider 106, the CDN POPs will be geographically
distributed throughout the communication network 108 in a
manner to best serve various demographics of client comput-
ing devices 102. Additionally, one skilled in the relevant art
will appreciate that the CDN service provider 106 can be
associated with various additional computing resources, such
as additional computing devices for administration of content
and resources, and the like.

With further continued reference to FIG. 1, the networked
computing environment 100 can also include a network com-
puting provider 107 in communication with the one or more
client computing devices 102, the CDN service provider 106,
and the content provider 104 via the communication network
108. The network computing provider 107 illustrated in FIG.
1 also corresponds to a logical association of one or more
computing devices associated with a network computing pro-
vider. Specifically, the network computing provider 107 can
include a number of Point of Presence (“POP”) locations 134,
142, 148 that correspond to nodes on the communication
network 108. Each POP 134, 142, 148 includes a network
computing component (NCC) 136, 144, 150 for hosting
applications, such as data streaming applications, via a num-
ber of instances of a virtual machine, generally referred to as
an instance of an NCC. One skilled in the relevant art will
appreciate that NCC 136, 144, 150 would include physical
computing device resources and software to provide the mul-
tiple instances of a virtual machine or to dynamically cause
the creation of instances of a virtual machine. Such creation
can be based on a specific request, such as from a client
computing device, or the NCC can initiate dynamic creation
ofaninstance ofa virtual machine on its own. Each NCC POP
134, 142, 148 also includes a storage component 140, 146,
152 made up of a number of storage devices for storing any
type of data used in the delivery and processing of network or
computing resources, including but not limited to user data,
state information, processing requirements, historical usage
data, and resources from content providers that will be pro-
cessed by an instance of an NCC 136, 144, 150 and transmit-
ted to various client computers, etc. In some embodiments,
the network computing provider 107 may be considered as a
network computing and storage provider. The NCCs 136,
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144, 150 and the storage components 140, 146, 152 may
further include additional software and/or hardware compo-
nents that facilitate communications including, but not lim-
ited to, load balancing or load sharing software/hardware
components for selecting instances of a virtual machine sup-
porting a requested application and/or providing information
to a DNS nameserver to facilitate request routing.

In an illustrative embodiment, NCCs 136, 144, 150 and the
storage components 140, 146, 152 are considered to be logi-
cally grouped, regardless of whether the components, or por-
tions of the components, are physically separate. For
example, a network computing provider 107 may maintain
separate POPs for providing the NCC and the storage com-
ponents. Additionally, although the NCC POPs 134,142,148
are illustrated in FIG. 1 as logically associated with a network
computing provider 107, the NCC POPs will be geographi-
cally distributed throughout the communication network 108
in a manner to best serve various demographics of client
computing devices 102. Additionally, one skilled in the rel-
evant art will appreciate that the network computing provider
107 can be associated with various additional computing
resources, such additional computing devices for administra-
tion of content and resources, and the like. Even further, one
skilled in the relevant art will appreciate that the components
of the network computing provider 107 and components of
the CDN service provider 106 can be managed by the same or
different entities.

With reference now to FIGS. 2-6, the interaction between
various components of the networked computing environ-
ment 100 of FIG. 1 will be illustrated. Specifically, FIGS. 2-6
illustrate the interaction between various components of the
networked computing environment 100 for the exchange of
content between a client computing device 102 and a content
provider 104 via the network computing provider 107. For
purposes of the example, however, the illustration has been
simplified such that many of the components utilized to facili-
tate communications are not shown. One skilled in the rel-
evant art will appreciate that such components can be utilized
and that additional interactions would accordingly occur
without departing from the spirit and scope of the present
disclosure.

With reference to FIG. 2, the process can begin with the
generation and processing of a browse session request from a
client computing device 102 to a network computing provider
107 will be described. Illustratively, the client computing
device 102 may load a browser for viewing network content
in response to an event or user request. Subsequent to the
browser being loaded, the browser may be implemented to
request a new browse session. From the perspective of the
user of the client computing device, the request for the new
browse session corresponds to the intended request to trans-
mit the request to one or more corresponding content provid-
ers 104. Ilustratively, this request may be generated auto-
matically as a result of the browser loading (e.g., a request for
a default or “home” page), or may be generated as a result of
a user following a link or entering a network address into an
address bar. As illustrated in FIG. 2, the browse session
request is transmitted first to a network computing provider
107. In an illustrative embodiment, the network computing
provider 107 utilizes a registration application program inter-
face (“API”) to accept browse session requests from the client
computing device 102. The browse session request can
include network address information corresponding to a
requested network resource, which may be in any form,
including, but not limited to, an Internet Protocol (“IP”)
address, a URL, a Media Access Control (“MAC”) address,
etc.
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Subsequent to the receipt of the browse session request, the
network computing provider 107 may select an associated
network computing component (hereinafter “NCC”) point of
presence (hereinafter “POP”) such as NCC POP 142 to ser-
vice the browse session request. The selection of the NCC
POP may determine the processing and network resources
available to the instantiated virtual machine. The selection of
processing and network resources and the provisioning of
software at the NCC POP instance may be done, at least in
part, in order to optimize communication with content pro-
viders 104 and client computing devices 102.

With reference to FIG. 3, an illustrative interaction for
generation and processing of a request for a network resource
from a network computing provider 107 to a content provider
104 will be described. As illustrated in FIG. 3, the selected
NCC POP 142 may generate a browse session corresponding
to one or more content providers based on a browse session
request, such as the illustrative browse session request
depicted in FIG. 2 above. Illustratively, instantiating a new
browse session instance may include loading a new virtual
machine instance and/or browser instance at the NCC POP
142, reserving or allocating device memory, storage or cache
space, processor time, network bandwidth, or other compu-
tational or network resources for the new browse session.

Subsequent to initializing a new browse session instance,
NCC POP 142 may provide a request for a network resource
to a content provider 104 based on a network address included
in the browse session request. For example, a browse session
request may include a URL for a Web page, such as “http://
www.xyzsite.com/default.htm.” NCC POP 142 may resolve
the URL to an IP address through a DNS resolver associated
with the network computing provider (not shown), and may
request the Web page from the content provider 104 at the
resolved IP address. In various embodiments, a network
resource may be retrieved from any combination of content
providers, content delivery network (hereinafter “CDN”)
servers, or caches associated with the network computing
provider 107. For example, the network computing provider
may check if aresource is stored in a local cache or in another
server or service provider associated with the network com-
puting provider 107. If a network resource is stored in a local
or associated location, the NCC POP 142 may retrieve the
network resource from the local or associated location rather
than from the third party content provider 104 or CDN service
provider 106. Illustratively, the NCC POP 142 may provide
requests for any number of network resources as included in
the browse session request, and may obtain these network
resources from any number of different sources, sequentially
or in parallel.

As illustrated in FIG. 3, the content provider 104 receives
the resource request from the NCC POP 142 and processes
the request accordingly. In one embodiment, the content pro-
vider 104 processes the resource request as if it were origi-
nally provided by the client computing device 102. For
example, the content provider 104 may select the type of
content, ordering of content, or version of content according
to the requirements of the requesting client computing device
102. In another embodiment, the content provider 104 may be
provided with information that provides information associ-
ated with the NCC POP 142 for utilization in providing the
requested content (e.g., an available amount of processing
resources or network bandwidth).

Subsequent to obtaining the requested network resource
from the content provider 104 (or other source designated by
the content provider), the NCC POP 142 may process the
network resource to extract embedded resource identifiers
and gather information for determination of a remote session
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browsing configuration. For example, a network resource
such as a Web page may include embedded CSS style infor-
mation and Javascript as well as embedded resource identifi-
ers to additional resources such as text, images, video, audio,
animation, executable code, and other HTML, CSS, and Java-
script files. In the process of extracting the embedded
resource identifiers, the NCC POP 142 may gather informa-
tion about the processed network resources for later use in the
determination of a remote session browsing configuration as
discussed below with reference to FIG. 4.

With reference to FIG. 4, an illustrative interaction for
generation and processing of one or more requests corre-
sponding to one or more embedded resources from a network
computing provider to a content provider and content deliv-
ery network is disclosed. As illustrated in FIG. 4, the selected
NCC POP 142 may provide resource requests to one or more
sources of content such as content provider 104 and CDN
POP 116. The resource requests may correspond to embed-
ded resources based on one or more embedded resource iden-
tifiers extracted from a requested network resource (e.g., a
Web page) as described in FIG. 3 above. In various embodi-
ments, embedded resources may be retrieved from any com-
bination of content providers, CDN servers, or caches asso-
ciated with the network computing provider 107. For
example, the network computing provider may check if an
embedded resource is stored in a local cache or in another
server or service provider associated with the network com-
puting provider 107. If an embedded resource is stored in a
local or associated location, the NCC POP 142 may retrieve
the embedded resource from the local or associated location
rather than the third party content provider or CDN. Illustra-
tively, the NCC POP 142 may provide requests for any num-
ber of embedded resources referenced by a network resource,
and may obtain these embedded resources from any number
of different sources, sequentially or in parallel. Subsequent to
obtaining the requested resources, the NCC POP 142 may
process the resources and requested content to determine a
remote session browsing configuration for the processing and
communication of content to the client computing device
102.

With reference to FIG. 5, an illustrative interaction for
generation and processing of processing results and user
interaction data between a network computing provider and
client computing device is disclosed. As previously
described, in one embodiment, the respective browsers on the
instantiated network computing component and the client
computing device 102 can exchange browsers’ session infor-
mation related to the allocation and processing of the
requested resources at the instantiated network computing
component and client computing device. As illustrated in
FIG. 5, the selected NCC POP 142 may provide an initial
processing result to the client computing device 102 over the
network 108. The initial processing result may correspond to
requested network content, such as a Web page, along with
associated embedded resources processed by the NCC POP
142 in accordance with a selected remote session browsing
configuration as described in FIG. 4 above. The NCC POP
142 also makes a determination of which additional processes
will be conducted at the NCC POP 142, at the client comput-
ing device 102, or both. Subsequent to receiving an initial
processing result and the allocation of processes, the client
computing device 102 may perform any remaining process-
ing actions on the initial processing result as required by the
selected remote session browsing configuration, and may
display the fully processed content in a content display area of
abrowser. The client computing device 102 may process any
local user interactions with local interface components or
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content elements locally, and may provide user interactions
requiring remote processing to the network computing pro-
vider 107. The network computing provider 107 may provide
updated processing results to the client computing device in
response to changes to the content or remote user interaction
data from the client computing device.

With reference to FIG. 6, a block diagram of the content
delivery environment of FIG. 1 illustrating the generation and
processing of an additional new browse session request from
a client computing device to a network computing provider is
disclosed. As illustrated in FIG. 6, a second new browse
session request may be sent to network computing provider
107 from client computing device 102 across network 108. In
an illustrative embodiment, the network computing provider
107 utilizes a registration API to accept browse session
requests from the client computing device 102.

The additional browse session request may be generated by
a client computing device 102 in response to a user opening
up a new browser window with a new content display area,
opening a new content display area in an existing browser
window (e.g., opening a new tab in a browser), requesting
new network content in an existing content display area (e.g.,
following a link to a new network resource, or entering a new
network address into the browser), or any other user interac-
tion. For example, a user browsing a first Web page corre-
sponding to a first browse session instance may follow a link
that opens a new tab or browser window to view a second Web
page. In one embodiment, any required steps of obtaining and
processing content associated with the second Web page may
be performed by the currently instantiated network comput-
ing component in which the browser can handle the process-
ing of both resource requests. In another embodiment, the
client computing device 102 request may be processed as a
new browse session request to the network computing pro-
vider 107, including the network address of the second Web
page. In this embodiment, the browser on the client comput-
ing device may not specifically request a separate browse
session, and a user’s interaction with the browser on the client
computing device 102 may appear to be part of a same brows-
ing session. As described above with regard to FIGS. 2 and 3,
the network computing provider 107 may cause an instantia-
tion of a network computing component for obtaining and
processing content associated with the second web page. In
other embodiments, a new browse session request may be
generated by the client computing device 102 corresponding
to sections of a network resource (e.g., frames of a Web page),
individual network resources, or embedded resources them-
selves, data objects included in a set of content, or individual
network resources.

Tlustratively, the additional browse session request may
include any number of pieces of data or information includ-
ing, but not limited to, information associated with a user,
information associated with the client computing device 102
(e.g., hardware or software information, a device physical or
logical location, etc.), information associated with the net-
work 108, user or browser preferences (e.g., a requested
remote session browse protocol, a preference list, a decision
tree, or other information), information associated with the
network computing provider 107, information associated
with one or more pieces of requested network content (e.g.,
the network address of a network resource), etc. Requested
content may include any manner of digital content, including
Web pages or other documents, text, images, video, audio,
executable scripts or code, or any other type of digital
resource.

Subsequent to the receipt of the browse session request, the
network computing provider 107 may select an associated
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network computing component such as NCC POP 142 to
service the browse session request. As discussed above with
reference to FIG. 2, a network computing provider 107 may
select an NCC POP to service a browse session request based
on any number of factors, including, but not limited to avail-
able NCC POP resources (e.g., available memory, processor
load, network load, etc), a financial cost of servicing the
browse session request at the NCC POP, the NCC POP loca-
tion respective to a client computing device 102, content
provider 112, or CDN POP 116, a NCC POP cache status
(e.g., whether a requested resource is already stored in an
NCC POP cache), etc. In one embodiment, the network com-
puting provider 107 may select a number of NCC POPs to
service a browse session request. [llustratively, although the
network computing provider 107 is depicted here for pur-
poses of illustration as selecting NCC POP 142, the network
computing provider 107 may select any extant NCC POP to
service the browse session request. For example, a single
client computing device 102 may simultaneously or sequen-
tially provide three different browse session requests to the
network computing provider 107 corresponding to different
network resources. The network computing provider 107
may select different NCC POPs for each browse session
request, the same NCC POP for all three browse session
requests, or any combination thereof. As discussed above, the
decision whether to select a different NCC POP than was
utilized for a previous or simultaneous browse session request
may be made on the basis of available system resources,
randomly, or according to any other factor as discussed above
and with regards to FIG. 2.

FIG. 7 is a user interface diagram depicting an illustrative
browser interface and display of browse session content. As
described above with reference to FIG. 5, a browser 700 may
have a content display area 702, as well as one or more one or
more local interface components. These local interface com-
ponents may include toolbars, menus, buttons, address bars,
scroll bars, window resize controls, or any other user interface
controls. Illustratively, local interface components may be
displayed as separate from the content display area or may be
overlaid or embedded in the content display area.

Interactions with local interface components may be
treated as local user interactions or remote user interactions
depending on the processing required by the interaction and
the remote session browsing configuration. For example, the
selection of a preferences option in a browser menu may be
handled entirely as a local user interaction by a browser. The
processing required to display the menu, provide visual feed-
back regarding the selection, display the preferences window,
and process the changes made to the browser preferences may
be performed locally. As discussed above, processing user
interactions locally may provide greater responsiveness at the
browser as opposed to sending user interaction data to the
NCC POP 142 for processing. As another example, when
using a remote session browsing configuration that specifies
extensive processing on the NCC POP 142 (e.g., a remote
session browsing configuration using a remote session com-
munication protocol such as RDP), the selection of a content
refresh button in a browser toolbar may be handled both as a
local user interaction and a remote user interaction. The lim-
ited processing required to provide interface feedback corre-
sponding to the button selection may be handled at the client
computing device 102 in order to provide the appearance of
interface responsiveness, while the refresh command, which
may require processing of the network content displayed in
the content display area of the browser, may be sent as user
interaction data to the NCC POP 142 for processing. The
NCC POP 142 may then transmit updated processing results
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corresponding to the refreshed network content back to the
client computing device 102 for display.

In one embodiment, a window of a browser 700 may cor-
respond to aremote persistent browsing context. With regards
to this specific embodiment, browser 700 may include a per-
sistent browsing context name 706 or other identifying visual
indicia of a current persistent browsing context as well as
names or identifiers 708 of any currently co-browsing users.
In one embodiment, a persistent browsing context may
include multiple Web pages or other network content orga-
nized as content tabs 710 in a window of a browser 700.
Iustratively, the content and display states associated with
the content organized in content tabs 708 may be maintained
at the network computing provider 107 after the browser 700
is closed or exited. Accordingly, a new instance of a browser
on the same or a different client computing device 102 may
reload the content and content tabs 708 from processing
results provided by the storage provider 107 upon subse-
quently accessing the existing persistent browsing context. In
one embodiment, co-interaction elements 712 may be dis-
played in the content display pane 702 or main window of the
browser 700. Co-interaction elements 712 may include cur-
sors, pointers, or any other identifier of an interaction by a
co-browsing user. In one embodiment, one or more co-inter-
action elements 712 may include indicators or indicia of an
associated co-browsing user.

In further embodiments, one or more tabs 708, frames, or
windows may be associated with different persistent brows-
ing contexts. [llustratively, some persistent browsing contexts
associated with one or more tab may be open to co-browsing
by other users, and some persistent browsing contexts asso-
ciated with one or more tabs may be only opento one user. For
example, a window of the browser 700 may contain multiple
tabs 708. One of these tabs may be open to co-browsing by a
number of users. In one embodiment, the tab may include
indicia indicating that the tab is a co-browsing tab and/or
names or identifiers 708 of any currently co-browsing users.
Iustratively, a user may collaboratively or simultaneously
interact with one or more users co-browsing in the co-brows-
ing tab, and may switch to another tab to enter an individual
browsing context and browse privately.

In one embodiment, a single window of a browser 700 may
simultaneously display a frame associated with a persistent
browsing context open to co-browsing and a frame associated
with an individual persistent browsing context (not shown).
For example, a first frame associated with a first browse
context may display a representation of content associated
with an online shopping Web page and interactions of several
different users with the Web page, while a second frame
associated with a second browse context may display a rep-
resentation of a Web page associated with a user’s online
shopping cart. Illustratively, this may allow a user to collabo-
ratively browse with one or more other users, while maintain-
ing a separate mechanism for purchasing items found while
co-browsing.

FIG. 8 is a diagram depicting illustrative browser content
processing actions as a series of processing subsystems 800.
In many embodiments, a browser may process sets of content
(e.g., network resources such as web pages and associated
embedded resources) in a series of processing actions. Illus-
tratively, and as described above with reference to FIGS. 3-5,
a remote session browsing configuration may specify a split
between processing actions performed at a network comput-
ing provider (e.g., an NCC POP) and processing actions per-
formed at a client computing device 102. This split may
designate some processing actions to be performed by each of
the NCC POP and client computing device 102, or may assign
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all processing actions to a single device or component. For
example, an NCC POP may perform all of these various
processing actions at the browse session instance, and send
fully processed RDP processing results to the client comput-
ing device 102 for bitmap assembly and display. Any number
of different remote session browsing configurations may be
used by one or more browse sessions instances running at an
NCC POP.

One of skill in the relevant art will appreciate that the
subsystems shown here are depicted for the purpose of illus-
tration, and are not intended to describe a necessary order or
a definitive list of browser subsystems. Various browser soft-
ware components may implement additional or fewer
browser subsystems than are shown here, and may order the
subsystems or corresponding processing actions in any num-
ber of different ways. Although the processing subsystems
800 depicted here for purposes of illustration are directed at
the processing of Web pages or other Web content, one of skill
in the relevant art will appreciate that the processing of other
file types or network resources may be broken up in a similar
manner. For example, one of skill in the relevant art will
appreciate that a similar schema may be developed for the
processing of images, video, audio, database information, 3d
design data, or any other file format or type of data known in
the art. Similar schema may also be developed for any number
of'device operating system or software framework processing
operations, such as scheduling, memory or file management,
system resource management, process or service execution or
management, etc. Further, although the HTML protocol and
RDP remote session communication protocols are discussed
herein for the purposes of example, one of skill in the relevant
art will appreciate that a remote session browsing configura-
tion may implement any number of remote communication
protocols for any number of specified processing actions, and
that a remote session browsing configuration may be formu-
lated to perform any fraction or combination of the actions
identified below at any combination of the client computing
device 102 and network computing provider 107.

Tustratively, the first processing subsystem involved in the
processing and display of network content is the networking
subsystem 802. Illustratively, the networking subsystem 802
may be responsible for all communication between the
browser and content provider, including local caching of Web
content. The networking subsystem is generally limited by
the performance of the user’s network. A remote session
browsing configuration that splits processing actions at the
networking subsystem 802 might include a remote session
browsing configuration utilizing an HTML remote session
communication protocol, where one or more caching or
resource retrieval actions were performed at the NCC POP,
but parsing and processing of the content was performed at
the client computing device.

As network resources such as HTML documents are down-
loaded from the server they may be passed to an HTML
subsystem 804 which parses the document, initiates addi-
tional downloads in the networking subsystem, and creates a
structural representation of the document. Modern browsers
may also contain related subsystems which are used for
XHTML, XML and SVG documents. A remote session
browsing configuration that splits processing actions at the
HTML subsystem 804 might include a remote session brows-
ing configuration utilizing an HTML remote session commu-
nication protocol, where an initial HTML page is processed at
the NCC POP in order to extract embedded resource identi-
fiers, but additional parsing and processing of the content is
performed at the client computing device. In another embodi-
ment, a remote session browsing configuration that splits
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processing actions at the HTML subsystem 804 might per-
form initial processing to create the structural representation
of the HTML document, and provides a processing result
including the structural representation and associated embed-
ded resources to the client computing device for processing.

When CSS is encountered, whether inside an HTML docu-
ment or an embedded CSS document, it may be passed to a
CSS subsystem 806 to parse the style information and create
a structural representation that can be referenced later. Illus-
tratively, a remote session browsing configuration that splits
processing actions at a CSS subsystem 806 may construct a
processing result including the CSS structural representation
and HTML structural representation, and provide the pro-
cessing result and associated embedded resources to the cli-
ent computing device for processing.

HTML documents often contain metadata, for example the
information described in a document header or the attributes
applied to an element. The collections subsystem 808 may be
responsible for storing and accessing this metadata. A remote
session browsing configuration that splits processing actions
at a collections subsystem 808 may construct a processing
result including processed metadata along with any other
structural representations discussed above, and provide the
processing result and associated embedded resources to the
client computing device for processing.

When Javascript is encountered, it may be passed directly
to a JavaScript subsystem 810 responsible for executing the
script. The Javascript subsystem 810 has been examined fully
over the years, and may be one of the most well known
browser subsystems in the art. A remote session browsing
configuration that splits processing actions at a Javascript
subsystem 810 may construct a processing result including an
internal representation of one or more Javascript scripts,
including, but not limited to state data or a representation of
the script in a native or intermediate form, as well as any other
processed structures or data discussed above, and provide the
processing result and associated embedded resources to the
client computing device for processing.

Because many JavaScript engines are not directly inte-
grated into the browser, there may be a communication layer
including the marshalling subsystem 812 between the
browser and the script engine. Passing information through
this communication layer may generally be referred to as
marshaling. A remote session browsing configuration that
splits processing actions at a marshalling subsystem 812 may
construct a processing result including marshalling data as
well as any other processed structures, scripts, or data dis-
cussed above, and provide the processing result and associ-
ated embedded resources to the client computing device for
processing.

In some embodiments, JavaScript interacts with an under-
lying network resource such as a Web document through the
Document Object Model APIs. These APIs may be provided
through a native object model subsystem 814 that knows how
to access and manipulate the document and is the primary
interaction point between the script engine and the browser.
Iustratively, a remote session browsing configuration that
splits processing actions at a native object model subsystem
814 may construct a processing result including native object
model state data or API calls as well as any other processed
structures, scripts, or data discussed above, and provide the
processing result and any other associated embedded
resources to the client computing device for processing.

Once the document is constructed, the browser may needs
to apply style information before it can be displayed to the
user. The formatting subsystem 816 takes the HTML docu-
ment and applies styles. Illustratively, a remote session
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browsing configuration that splits processing actions at a
formatting subsystem 816 may construct a processing result
including an HTML representation with applied styles, as
well as any other processed state data, API calls, structures,
scripts, or data discussed above, and provide the processing
result and any other associated embedded resources to the
client computing device for processing.

In one embodiment, CSS is a block based layout system.
After the document is styled, the next step, at a block building
subsystem 818, may be to construct rectangular blocks that
will be displayed to the user. This process may determine
things like the size of the blocks and may be tightly integrated
with the next stage, layout. A remote session browsing con-
figuration that splits processing actions at a block building
subsystem 818 may construct a processing result including
block information, as well as any other processed state data,
API calls, structures, scripts, or data discussed above, and
provide the processing result and any other associated embed-
ded resources to the client computing device for processing.

Subsequent to the browser styling the content and con-
structing the blocks, it may go through the process of laying
out the content. The layout subsystem 820 is responsible for
this algorithmically complex process. [llustratively, a remote
session browsing configuration that splits processing actions
at a layout subsystem 820 may process the various state data,
API calls, structures, scripts, or data discussed above to con-
struct a processing result including layout information for the
client computing device. [llustratively, an NCC POP may
make use of various data or settings associated with the client
computing device or browser (e.g., as provided in the initial
browse session request) in order to generate a suitable layout
for the client computing device. For example, a mobile device
may provide a screen resolution and a display mode to the
NCC POP. The NCC POP may base layout calculations on
this screen resolution and display mode in order to generate a
processing result corresponding to a content representation
suitable for a browser running on the mobile device. Illustra-
tively, in various embodiments, any other subsystem imple-
mented by the NCC POP may make use of data associated
with the client computing device or browser in generating a
processing result for the client.

The final stage of the process may occur inside the display
subsystem 822 where the final content is displayed to the user.
This process is often referred to as drawing. A remote session
browsing configuration that splits processing actions at the
networking subsystem 802 might include a remote session
browsing configuration utilizing an RDP remote session
communication protocol, where nearly all processing is per-
formed at the NCC POP, and a processing result including
bitmap data and low level interface data are passed to the
client computing device for display.

FIG. 9 is a flow diagram illustrative of a new browse
session routine 900 implemented by network computing pro-
vider 107 of FIG. 1. New browse session routine 900 begins
at block 902. At block 904, the network computing provider
107 receives a new browse session request from client com-
puting device 102. As previously described, the client com-
puting device 102 may load a browser for viewing network
content in response to an event or user request. Subsequent to
the browser being loaded, the browser may be implemented
request a new browse session. From the perspective of the
user of the client computing device, the request for the new
browse session corresponds to the intended request to trans-
mit the request to one or more corresponding content provid-
ers 104. Ilustratively, this request may be generated auto-
matically as a result of the browser loading (e.g., a request for
a default or “home” page), or may be generated as a result of
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a user following a link or entering a network address into an
address bar. This browse session request may include one or
more addresses or references to various network resources or
other content requested by the client computing device 102.
In an illustrative embodiment, the browse session request is
transmitted in accordance with an API.

At block 906 the network computing provider 107 may
select an associated NCC POP to instantiate a new browse
session based on the browse session request. As discussed
above with reference to F1G. 1, anetwork computing provider
107 may include any number of NCC POPs distributed across
any number of physical or logical locations. A network com-
puting provider 107 may select a NCC POP to service a
browse session request based on any number of factors,
including, but not limited to available NCC POP resources
(e.g., available memory, processor load, network load, etc.), a
financial cost of servicing the browse session request at the
NCC POP, the NCC POP location respective to a client com-
puting device 102, content provider 104, or CDN POP 116, a
NCC POP cache status (e.g., whether a requested resource is
already stored in an NCC POP cache), etc.

In one embodiment, the network computing provider 107
may select a number of NCC POPs to service a browse
session request. For example, the network computing pro-
vider 107 may select two NCC POPs with different logical
locations in the network. Each NCC POP may independently
request and process network content on the behalf of the
client computing device 102, and the client computing device
102 may accept data from the first NCC POP to return a
processing result. Subsequent to being selected by the net-
work computing provider 107, NCC POP 142 may obtain the
browse session request. In one embodiment, NCC POP 142
may have the browse session request forwarded to it by a
component of network computing provider 107. In another
embodiment, NCC POP 142 or client computing device 102
may receive connection information allowing the establish-
ment of direct communication between NCC POP 142 and
client computing device 102. Illustratively, NCC POP 142
may be provided with the browse session request originally
provided to network computing provider 107, may be pro-
vided with a subset of information (e.g., just a network
address of requested content), or may be provided additional
information not included in the original browse session
request.

Subsequent to the NCC POP 142 being selected, the net-
work computing provider 107 may cause the NCC POP 142
to instantiate a new browse session. Illustratively, instantiat-
ing a new browse session instance may include loading a new
virtual machine instance and/or browser instance at the NCC
POP 142, reserving or allocating device memory, storage or
cache space, processor time, network bandwidth, or other
computational or network resources for the new browse ses-
sion. Illustratively, one or more characteristics of the new
browse session instance and/or browser instance may be
based on client computing device 102 information included in
the browse session request. For example, the browse session
request may include a device type or browser type, a device
screen resolution, a browser display area, or other informa-
tion defining the display preferences or capabilities of the
client computing device 102 or browser. The NCC POP 142
may accordingly instantiate a virtual machine instance and/or
abrowser instance with the same or similar capabilities as the
client computing device 102. Illustratively, maintaining a
virtual machine instance and/or browser with the same or
similar capabilities as the client computing device 102 may
allow the NCC POP 142 to process network content accord-
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ing to the appropriate dimensions and layout for display on
the particular client computing device 102.

In some embodiments, the NCC POP 142 may utilize an
existing virtual machine instance and/or browser instance in
addition to, or as an alternative to, instating a new browse
session. For example, subsequent to the NCC POP 142 being
selected, the network computing provider 107 may cause the
NCC POP 142 to associate an existing browser instance and/
or virtual machine instance, such as one or more instances
previously instantiated at the NCC POP 142, with the new
browse session request. Illustratively, an existing browser
session and/or virtual machine instance may correspond to
another browse session, remote application session, or other
remote process associated with the user or client computing
device 102, or may be a previously instantiated software
instance from an unrelated browse session or remote process.
In other embodiments, the NCC POP 142 may instantiate a
new browser or other application process in an existing virtual
machine instance, or may combine the utilization of previ-
ously instantiated and newly instantiated software processes
in any number of other ways. In still further embodiments, the
network computing provider or NCC POP 142 may instanti-
ate any number of new virtual machine instances and/or
browser instances (or make use of existing instantiated
instances) based on a single browse session request.

At block 908 the network computing provider 107 may
provide a request for one or more network resources to a
content provider or CDN service provider based on a network
address included in the browse session request. In various
embodiments, one or more network resources may be addi-
tionally or alternately retrieved from a cache local to the NCC
POP 142 or otherwise associated with the network computing
provider 107. One of skill in the art will appreciate that, in the
case of other embodiments, the link or network address may
correspond to a document or file stored in a digital file locker
or other network storage location or at a cache component
associated with the network computing provider 107 or client
computing device 102. In some embodiments, the new ses-
sion request may include a document or file in addition to or
as an alternative to a network address. At block 910, the
network computing provider 107 obtains the one or more
network resources. Subsequent to obtaining the requested
network resource, the NCC POP 142 may process the net-
work resource to extract embedded resource identifiers.

At block 912, the network computing provider 107 may
provide resource requests to one or more sources of content
such as content providers, CDN service providers, and
caches. The resource requests may correspond to embedded
resources based on the one or more embedded resource iden-
tifiers extracted from the one or more network resource as
described in block 910 above. At block 914, the network
computing provider 107 may obtain these embedded
resources from any number of different sources, sequentially
or in parallel.

At block 916, the network computing provider 107 may
process the one or more network resources and associated
embedded resources to determine a remote session browsing
configuration for the processing and communication of con-
tent to the client computing device 102. A remote session
browsing configuration may include any proprietary or public
remote protocol allowing exchange of data and user interac-
tions or requests between a client and a remote server. The
remote session browsing configuration may illustratively
include both a remote session communication protocol and a
processing schema for providing processed (or unprocessed)
content to a client computing device for display in the content
display area of a browser.
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Tlustratively, a remote session browsing configuration
may define or specify a remote session communication pro-
tocol, including, but not limited to, a network protocol, sig-
naling model, transport mechanism, or encapsulation format
for the exchange of state data, user interactions, and other data
and content between the network computing provider and the
client computing device. Examples of remote session com-
munication protocols known in the art include Remote Desk-
top Protocol (RDP), X-Windows protocol, Virtual Network
Computing (VNC) protocol, Remote Frame Buffer protocol,
HTML, etc. For example, RDP illustratively specifies a num-
ber of processing mechanisms for encoding client input (e.g.,
mouse movement, keyboard input, etc.) into protocol data
units for provision to a remote computing device, and corre-
sponding mechanisms for sending bitmap updates and low
level interface information back to the client device. As
another example, the HTML protocol illustratively provides a
mechanism for providing files defining interface information
and containing resources references from a server to a client,
and a corresponding mechanism for a client computing
device to provide requests for additional files and resources to
the server. In one embodiment, the NCC POP 142 may pro-
vide an initial communication to the client computing device
102 after determining the remote session communication pro-
tocol. This initial communication may allow the client com-
puting device 102 to prepare to receive communications in the
selected remote session communication protocol, and, in the
case of pull remote session communication protocols like
HTTP, may cause the client computing device to send an
initial resource request to the browse session instance running
on the NCC POP 142.

Each remote session browsing configuration may addition-
ally define a split of processing actions between the network
computing and storage service (e.g., NCC POP 142) and the
client computing device (e.g., client computing device 102).
In one embodiment, a particular split of processing actions
may be based on or mandated by a particular remote session
communication protocol. In another embodiment, a remote
session communication protocol may allow several different
splits of processing actions depending on the implementation
or configuration of the protocol. For the purpose of illustra-
tion, many pieces of network content (e.g., Web pages, video,
Flash documents) may require various processing actions
before being displayed on a computing device. A Web page,
for example, may be parsed to process various HTML layout
information and references to associated resources or embed-
ded content such as CSS style sheets and Javascript, as well as
embedded content objects such as images, video, audio, etc.
The HTML and each referenced object or piece of code will
typically be parsed and processed before a representative
object model corresponding to the Web page may be con-
structed. This object model may then be processed further for
layout and display in a content display area of a browser at the
client computing device 102. Illustrative browser processing
actions are described in greater detail below with reference to
FIG. 8. One of skill in the art will appreciate that, in the case
of other embodiments or applications, various other process-
ing actions may be required.

A remote session browsing configuration may specify that
various of the processing actions required for display of piece
of network content be performed at the remote computing
device, such as the NCC POP 142, rather than at the client
computing device 102. Network content partially (or wholly)
processed at the network computing provider may be referred
to as a processing result. As discussed below, the split of
processing actions may be associated with or linked to the
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remote session communication protocol used for exchanging
data and client input between the NCC POP 142 and client
computing device 102.

For example, a remote session communication protocol
such as RDP that transmits a processing result including low
level interface information and bitmaps to the client comput-
ing device 142 for display may be associated with a remote
session browsing configuration that specifies performing all,
or nearly all, of the necessary content processing actions at
the NCC POP 142. While using RDP, the NCC POP 142 may,
for example, run a full instance of a browser the NCC POP
142 and transmit a processing result consisting of bitmap
updates corresponding to a representation of the displayed
content to the client computing device 102. The client com-
puting device 102, in this example, may merely be required to
assemble the transmitted bitmap updates for display in the
content display area of the browser, and may perform none of
the processing of the actual HTML, Javascript, or data objects
involved in the display of an illustrative piece of network
content. As another example, a remote session browsing con-
figuration utilizing a remote session communication protocol
such as HTML may transmit network content in a largely
unprocessed form. The client computing device 102 may thus
perform all of the processing actions required for display of
network content while the NCC POP 142 performs little or no
processing.

The NCC POP 142 may base its determination of a remote
session browsing configuration on any number of factors,
including, but not limited to, one or more characteristics of
one or more of the requested resources, content provider 104,
or CDN service provider 106, one or more characteristics of
the content address or domain, one or more characteristics of
the client computing device 102, browser or application, user,
one or more characteristics of the NCC POP 142, or one or
more characteristics of the network or network connection,
etc. Characteristics of requested resources may include, but
are not limited to, a data format, a content type, a size, pro-
cessing requirements, resource latency requirements, a num-
ber or type of interactive elements, a security risk, an associ-
ated user preference, a network address, a network domain,
an associated content provider, etc. Characteristics of a con-
tent provider 104, CDN service provider 106, computing
device 102, or NCC POP 142 may include, but are not limited
to, processing power, memory, storage, network connectivity
(e.g., available bandwidth or latency), a physical or logical
location, predicted stability or risk of failure, a software or
hardware profile, available resources (e.g., available memory
or processing, or the number of concurrently open software
applications), etc. The NCC POP 142 may further consider
perceived security threats or risks associated with a piece of
content or domain, preferences of a client computing device
or a content provider, computing or network resource costs
(e.g., a financial cost of processing or bandwidth, resource
usage, etc.), predetermined preferences or selection informa-
tion, any additional processing overhead required by a par-
ticular remote session browsing configuration, a cache status
(e.g., whether a particular resources is cached at a NCC POP
142, at the client computing device 102, or at other network
storage associated with the network computing provider), a
predicted delay or time required to retrieve requested network
content, a preferred content provider or agreements with a
content provider for a particular remote session browsing
configuration or level of service, a remote session browsing
configuration being used for another (or the current) browse
session by the same user, or any other factor.

In some embodiments, an NCC POP 142 may base a deter-
mination of a remote session browsing configuration on past
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behavior or practice. For example, an NCC POP 142 that has
determined a remote browse session configuration for a par-
ticular resource in the past may automatically select the same
remote browse session configuration when the resource is
requested by the same (or potentially a different) user. As
another example, a user that has a history of frequently
accessing Web sites with extensive processing requirements
may automatically be assigned a remote session browsing
configuration that performs the majority of processing at the
NCC POP 142. In other embodiments, an NCC POP 142 may
base a determination of a remote browse session configura-
tion on predictions of future behavior. For example, an NCC
POP 142 may base its determination of a remote browse
session configuration for a particular resource on an analysis
of past determinations made for a particular Web site, net-
work domain, or set of related resources. A content provider
that historically has provided video-heavy Web pages may be
associated with a remote session browsing configuration that
emphasizes video performance at the client computing device
102. Ilustratively, past historical analysis and future predic-
tions may be considered as one or more of a number of factors
on which to base the remote session browsing configuration
determination process, or may be definitive in the decision
making process. For example, once an NCC POP 142 deter-
mines a remote session browsing configuration for a particu-
lar content provider, it may skip the remote session browsing
configuration determination process for any future resources
served from the content provider. Illustratively, the NCC POP
142 may re-determine a remote session browsing configura-
tion to be associated with the content provider after a fixed
period of time, or after the NCC POP 142 has identified or
determined a change in the content being served by the con-
tent provider.

In other embodiments, a network resource, Web site, net-
work domain, content provider, or other network entity may
specify or otherwise request the use of a particular remote
browse session configuration in a resource tag, metadata, or
other communication with an NCC POP 142. The NCC POP
142 may treat the request as definitive, or may consider the
request as one of multiple factors to be considered in the
decision making process.

For example, a remote session browsing configuration uti-
lizing a remote session communication protocol such as RDP
may specify extensive processing to occur at the network
computing provider 107 (e.g., at NCC POP 142) rather than at
the client computing device 102. The remote session brows-
ing configuration may thus leverage the processing power of
the NCC POP 142 to achieve lower latencies and presentation
delay when dealing with network content that requires a great
deal of pre-processing (e.g., content with a great deal of CSS
or Javascript information defining page layout). The NCC
POP 142 may therefore select a remote session browsing
configuration that performs a substantial amount of process-
ing at the network computing provider 107 and utilizes RDP
or a similar remote session communication protocol for com-
munication of processing-intensive content. Conversely, a
remote session browsing configuration that utilizes a remote
session communication protocol such as HTML may specity
extensive processing at the client computing device 102
rather than at the network computing provider 107. The
remote session communication protocol may thus achieve
smaller delays and smoother presentation when presented
with simple network content that requires very little process-
ing or network content that requires rapid change in displayed
content after its initial load. For example, a Web page with
embedded video may perform better performing the majority
of'processing locally and utilizing HTML rather than RDP as
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a remote session communication protocol. A remote session
browsing configuration specifying extensive processing at
the network computing provider 107 must process the video
atthe NCC POP 142 and rapidly send screen updates (e.g. by
RDP) to the client computing device 102, potentially requir-
ing a great deal of bandwidth and causing choppy playback in
the browser, while a remote session browsing configuration
specifying local processing may provide raw video informa-
tion directly to the client computing device 102 for display
(e.g. by HTML), allowing for client side caching and a
smoother playback of content.

As afurther example, the NCC POP 142 in communication
with a client computing device 102 with extremely limited
processing power may elect to use a remote session browsing
configuration that requires very little processing by the client
computing device, for example, using RDP to transmit NCC
POP 142 processed results. Conversely, an NCC POP 142
providing an extremely interactive Web page may elect to use
aremote session browsing configuration that allows the client
computing device 102 to handle user interactions locally in
order to preserve interface responsiveness, for example, using
HTML to transmit substantially unprocessed data. As a still
further example, a NCC POP 142 may base the determination
of'a remote session browse configuration on preferences pro-
vided by the client computing device 102. A client computing
device 102 may illustratively include preferences for aremote
session browse configuration in an initial browse session
request, or at any other time. The NCC POP 142 may utilize
these preferences as an alternative to, or in addition to any
other factor or decision metric. Illustratively, allowing the
client computing device 102 to set or influence the selection
of a remote session browse configuration allows the NCC
POP 142 to take user preferences in account when determin-
ing a remote session browse configuration. For example, a
user worried about initial page load times may prefer to use a
remote session browsing configuration heavy on remote pro-
cessing and utilizing an RDP remote session communications
protocol, while a user wishing to maintain an extremely
responsive interface may prefer using a remote session
browsing configuration that performs the majority of the pro-
cessing on the client computing device 102, for example,
using an HTML remote session communication protocol.

Tustratively, the NCC POP 142 may base a determination
of a remote browsing configuration on any factor or combi-
nation of factors. For example, the NCC POP 142 may select
a remote session browsing configuration based on a single
factor, or may assign weights to one or more factors in making
a determination. In some embodiments, the determination
process of the NCC POP 142 may change based on one or
more factors described above. For example, an NCC POP 142
communicating with a client computing device 102 over a
network with a surplus of unused bandwidth may give a low
weight to factors such as the network requirements of a
remote browse session, and may give a higher weight to
factors such as the latency of page interactions, while an NCC
POP 142 communicating with a client computing device 102
over a limited bandwidth network may give a higher weight to
factors dealing with the efficiency of the remote session
browse protocol over a network.

In one embodiment, the NCC POP 142 may select a single
remote session browsing configuration for a set of network
content. For example, the NCC POP 142 may select a single
remote session browsing configuration for a requested net-
work resource such as a Web page. The NCC POP 142 may
thus process the Web page together with all embedded con-
tent based on the selected remote browsing session protocol,
and utilize the remote browsing session protocol to exchange
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user interaction data and updated browse session data for all
embedded content associated with the Web page. In another
embodiment, the NCC POP 142 may select different remote
session browsing configurations for one or more resources in
a set of network content. For example, a network resource
such as a Web page may reference processing intensive
embedded Javascript or CSS resources, as well as embedded
video resources. The NCC POP 142 may select a first remote
session browsing configuration for the Web page and all
embedded resources excluding the embedded video resource,
and a second remote session browsing configuration for the
embedded video resource. [llustratively, this may result in the
NCC POP 142 utilizing RDP to send a processing result to the
client computing device 102 for display of the Web page and
associated embedded resources, while utilizing HTTP to send
the embedded video as a separate, unprocessed file. In one
embodiment, the client computing device 102 may perform
the minimal processing required to display the RDP process-
ing result corresponding to the Web page and embedded
resources, and may also perform additional processing nec-
essary to display the embedded video, for example, overlay-
ing the video on top of the displayed RDP representation of
the Web page. Any number of remote session browsing con-
figurations may be selected to correspond to any number of
resources or objects included in a set of network content,
regardless of whether resources or objects are obtained from
a content provider 104 or CDN service provider 106 in one or
more logical files or data structures.

Although the selection of a remote session browsing con-
figuration is illustratively depicted herein as occurring after
all network resources and associated embedded content have
been obtained by the NCC POP 142, one skilled in the rel-
evant art will appreciate that the selection of a remote session
browsing configuration may be performed at any time. For
example, the NCC POP 142 may select a remote session
browsing configuration after receiving a new browse session
request or related information from the client computing
device, may select a remote session browsing configuration
after obtaining a network resource, but before obtaining any
associated embedded resources, or at any other time. In some
embodiments, the NCC POP 142 may switch to a new remote
session browsing configuration at some time subsequent to
the client computing device 102 obtaining an initial process-
ing result. [llustratively, the NCC POP 142 selecting a new
remote session browsing configuration may occur automati-
cally after a certain time period or event or in response to a
change in network conditions, NCC POP 142 or client com-
puting device 102 load or computing resources, or any other
factor described above as potentially influencing the choice of
remote session browsing configuration. Illustratively, an
NCC POP 142 dealing with other types or formats of infor-
mation may select a remote session protocol based on any
number of similar factors. For example, one of skill in the
relevant art will appreciate that a similar schema may be
developed for the processing of images, video, audio, data-
base information, 3d design data, or any other file format or
type of data known in the art.

The client computing device 102 may, in various embodi-
ments, further instantiate a parallel browsing process sequen-
tially or simultaneously with the request for a remote browse
session. In one embodiment, a client computing device 102
may instantiate a traditional local browse session as known in
the art (e.g., providing content requests from the browser and
processing obtained resources locally) in addition to one or
more remote browse instance executing at an NCC POP 142.
In another embodiment, a client computing device 102 may
be provided with unprocessed network resources by the NCC
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POP 142. Illustratively, the network resources may have been
retrieved from one or more content providers, CDNs, or cache
components by the NCC POP 142. The resources may be
provided to the client computing device 102 to process locally
in parallel with the remote browse instance executing at the
NCC POP 142. In still further embodiments, the network
computing provider or NCC POP 142 may instantiate any
number of new virtual machine instances and/or browser
instances (or make use of existing instantiated instances) to
process resources and/or send processing results to the client
computing device 102 in parallel. Illustratively, the local
browse session at the client computing device 102 and the
remote browse session instance at the NCC POP 142 may
execute in parallel.

In one embodiment, a local browse session executing at the
client computing device 102 may obtain unprocessed content
(e.g., html Web pages, embedded content, and other network
resources) from the NCC POP 142 responsive to a browse
session request. Illustratively, the content may have been
retrieved by the NCC POP 142 from a content provider, CDN,
or cache in response to the browse session request. The
unprocessed content provided by the NCC POP 142 may
include all the content associated with the browse session
request or may supplement content existing in a cache of the
client computing device, retrieved from a content provider or
CDN, or obtained from some other source. In one embodi-
ment, a client computing device 102 may obtain all requested
content from a local cache, and may not obtain any unproc-
essed resources or content from the NCC POP 142. Subse-
quent to obtaining the unprocessed content, client computing
device 102 may process the requested content in parallel with
a remote browse session executing at the NCC POP 142. For
example, as the local browse session executing at the client
computing device 102 is processing the requested content, a
remote browse session executing at the NCC POP 142 may be
processing the same content at substantially the same time.
Once the NCC POP 142 has performed a set of processing
actions on the content to generate a processing result (e.g., as
specified by a determined remote session browsing configu-
ration), the NCC POP 142 may provide the processing result
to the client computing device 102.

For the purpose of illustration, a client computing device
102 may require a longer load time to obtain and process
requested network resources than a browse session instance
running at the NCC POP 142. For example, the NCC POP 142
may obtain and process content quickly due to its position on
the network and the relative processing power of the local
client computing device as compared to the NCC POP 142.
Even if the NCC POP 142 provides the client computing
device 102 with all requested network content, the client
computing device 102 may still obtain a processing result
from NCC POP 142 before the local browse session has fully
completed processing the requested resources. The client
computing device 102 may complete any further processing
steps and display the obtained processing result before com-
pleting local processing and display of the content. [llustra-
tively, this may allow the client computing device 102 to take
advantage of an NCC POP 142’s quicker content load time
relative to a traditional local browse session. Prior to the local
browse session completing the processing all requested
resources, the browser may process any user interactions
locally and/or remotely as described in FIGS. 5 and 11 below.

Once the local browse session has fully obtained and pro-
cessed resources corresponding to the requested content, the
computing device 102 may determine whether to continue to
display results obtained from the NCC POP 142 (and process
user interactions at the NCC POP 142) using the determined
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remote session browsing configuration or switch to process-
ing user interactions locally. Switching to process user inter-
actions locally may include replacing a displayed represen-
tation of the requested resources based on a processing result
obtained from the NCC POP 142 with a local display of the
requested resources. For example, a browser may display a
representation of a Web page corresponding to a processing
result from the NCC POP 142 (e.g., RDP display information
representing the rendered page) until the browser is finished
processing and rendering the Web page locally. The browser
may then replace the representation from the NCC POP 142
with the locally rendered representation of the Web page.
Iustratively, replacing one representation with another rep-
resentation may be transparent to the user. For example, the
local and NCC POP 142 representations of the Web page may
be identical or substantially identical. In one embodiment,
when the NCC POP 142 representation of the web page is
displayed, the browser may send various user interactions
with the displayed page to the NCC POP 142 for processing.
When the locally rendered version of the Web page is dis-
played, user interactions may be processed locally at the
browser. Illustratively, the determination of which represen-
tation of the requested resources to display (e.g., local or from
the NCC POP 142) may be based on any of the same factors
described with reference to determining a remote session
browse protocol in above.

In one embodiment, the client computing device 102 may
switch to processing user interactions locally as soon as local
resources are fully loaded. [llustratively, the remote browse
session instance running at the NCC POP 142 may be termi-
nated after switching to local processing, or the remote
browse session instance may be maintained as a backup in
case of unresponsiveness or a failure with regards to the local
browse session. For example, the client computing device 102
may process user interactions locally, as well as sending
remote user interaction data to the NCC POP 142 in accor-
dance with the selected remote session browsing configura-
tion. The remote user interaction data may be used by the
NCC POP 142 to keep the remote browse session instance
fully in parallel with the local browse process being executed
by the browser at the client computing device 102. As long as
the local browse session continues to handle user interactions,
the NCC POP 142 may either refrain from sending updated
processing results, or may send updated processing results
ignored by the client computing device 102. If a problem
develops with the local browse session at the client computing
device 102, updated processing results may be provided to the
client computing device 102 from the NCC POP 142 for
processing and display in lieu of the local browse session.
Iustratively, this switch from the local browse session to
remote processing may be transparent to the user. In some
embodiments, the client computing device 102 may switch
from a local browse session to a remote browse session
instance based on factors other than unresponsiveness or fail-
ure at the local browser. For example, the client computing
device 102 or network computing provider 107 may select
between a remote and local browse session based on any of
the factors enumerated with regards to determining a remote
session browse protocol above

In another embodiment, the client computing device 102
may continue to process and display updated processing
results from the NCC POP 142 even after the local browse
session has fully loaded the requested content. The client
computing device 102 may terminate the local browse session
or may run the local browse session in parallel as a backup
process in the converse of the example provided above. It
should be appreciated that although the local browse session
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is described here for the purpose of illustration as being
slower to load than the remote browse session instance, in
some embodiments the local browse session may load the
content faster than the remote browsing session, in which case
the browser may process user interactions locally until the
remote browse process has fully loaded the requested content.
In some embodiments, the client computing device 102 may
display and process user interactions through whichever
browse session, local or remote, loads the requested content
first.

Invarious other embodiments, the network computing pro-
vider 107 may instantiate multiple remote browse session
instances to run in parallel in addition to or as an alternative to
instantiating a local browse session. Illustratively, these par-
allel browse session instances may utilize any of the same or
different remote session browse protocols, and may act as
backups in the manner described above with regard to a local
browse session, or may be used and switched between as
alternatives in order to maximize browser performance at the
client computing device 102. For example, in response to one
or more browse session requests, the network computing
provider 107 may instantiate a browse session instance run-
ning on a first NCC POP and utilizing an RDP protocol as
well as browse session instance running on a second NCC
POP utilizing an X-Windows protocol. The client computing
device 102 or the network computing provider 107 may deter-
mine which browse session instance and protocol should be
used based on performance or resource usage considerations
as described with regards to determining a remote session
browse protocol above.

With continued reference to FIG. 9, at block 918, the net-
work computing provider 107 may process the obtained con-
tent, including the one or more requested network resources
and embedded network resources, according to the deter-
mined remote session browsing configuration to generate an
initial processing result. At block 920, the network computing
provider 107 may provide the initial processing result to the
client for further processing and display in the content display
area of the browser. For the purposes of further example, an
illustrative client new browse session interaction routine
1000 implemented by client computing device 102 is
described below with reference to FIG. 10. At block 922, the
start new browse session routine 900 ends.

FIG.101s a flow diagram illustrative of a client new browse
session interaction routine 1000 implemented by client com-
puting device 102. New browse session interaction routine
1000 begins at block 1002 in response to an event or user
request causing the client computing device 102 to load a
browser for viewing network content. At block 1004, the
client computing device loads locally managed components
of the browser, including all local interface components. As
described above with reference to FIGS. 5 and 7, local inter-
face components may include toolbars, menus, buttons, or
other user interface controls managed and controlled by the
software browser application or any other process executing
or implemented locally at the client computing device. At
block 1006, the client computing device 102 provides a
request for a new browse session instance to the network
computing provider 107. From the perspective of the user of
the client computing device, the request for the new browse
session corresponds to the intended request to transmit the
request to one or more corresponding content providers 104.
In other embodiment, the new session request may corre-
spond to a request to load a file or other document (e.g., a
request to load an image in a photo-editing application, etc.).
Tlustratively, the request may be generated automatically as a
result of the browser loading (e.g., a request for a default or
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“home” page), or may be generated as a result of a user
following a link or entering a network address into an address
bar. As illustrated with respect to FIG. 2, the browse session
request is transmitted first to a network computing provider
107. In an illustrative embodiment, the network computing
provider 107 utilizes a registration API to accept browse
session requests from the client computing device 102.

A browse session request may include any number of
pieces of data or information including, but not limited to,
information associated with a user, information associated
with the client computing device 102 or software on the client
computing device (e.g., hardware or software information, a
device physical or logical location, etc.), information associ-
ated with the network 108, user or browser preferences (e.g.,
arequested remote session browse protocol, a preference list,
a decision tree, or other information), information associated
with the network computing provider 107, information asso-
ciated with one or more pieces of requested network content
(e.g., the network address of a network resource), etc. For
example, a browse session request from the client computing
device 102 may include information identifying a particular
client computing device hardware specification or a hardware
performance level, latency and bandwidth data associated
with recent content requests, a desired security level for pro-
cessing different types of content, a predetermined preference
list of remote session browse protocols, and one or more
network addresses corresponding to requested network
resources, among others. In another example, the browse
session request can include information identifying a client
computing device 102 screen resolution, aspect ratio, or
browser display area in the browse session request may allow
the network computing provider 107 to customize the pro-
cessing of network content for display on the client comput-
ing device. As previously described, the browse session
request can include network address information correspond-
ing to a requested network resource, which may be in any
form including, but not limited to, an Internet Protocol (“IP”)
address, a URL, a Media Access Control (“MAC”) address,
etc. In one embodiment, the request for a new browse session
instance may correspond to the network computing provider
receiving a request for a new browse session instance at block
904 of FIG. 9 above.

At block 1008, the client computing device 102 obtains an
initial processing result from the network computing provider
107. Nlustratively, the format and data included in the initial
processing result may vary based on the remote session
browsing configuration selected by the network computing
provider 107. In one embodiment, the initial processing result
may include or be preceded by data informing the client
computing device 102 of the choice of remote session brows-
ing configuration and/or establishing a connection over the
remote session communication protocol corresponding to the
selected remote session browsing configuration. As discussed
above with reference to FIGS. 8 and 9, the obtained initial
processing result may include requested content with one or
more processing actions performed by the network comput-
ing provider 107. Subsequent to obtaining the initial process-
ing result, the client computing device 102 may perform any
remaining processing actions on the initial processing result
at block 1010.

At block 1012, the client computing device 102 displays
the content corresponding to the processed initial processing
result. For example, the client computing device 102 may
display the processed client in the content display area 702 of
a browser 700 as described in FIG. 7 above. In one embodi-
ment, the processing result may only include display data
corresponding to content displayed by a browser, and may not
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include display data corresponding to, for example, the inter-
face controls of a browser instance at the NCC POP 142, the
desktop of a virtual machine instance corresponding to the
browse session, or any other user interface of the NCC POP
142. For example, the NCC POP 142 may process a Web page
and associated content for display via RDP in a browser
instance running in a virtual machine instance at the NCC
POP 142. The browser instance may have one or more inter-
face elements such as toolbars, menus, scroll bars, etc., in
addition to the displayed Web page. The NCC POP 142 may
send an RDP processing result corresponding to the displayed
Web page only, without any of the interface elements associ-
ated with the browser. [llustratively, including an RDP pro-
cessing result corresponding to the displayed Web page only
may allow the browser at the client computing instance 102 to
display the Web page by assembling the RDP processing
result in the content display area of the browser without any
further processing. In another embodiment, the RDP process-
ing result may include a full virtual machine desktop and
browser window corresponding to the full interface displayed
at the NCC POP 142 browse session instance. The client
computing device may automatically identify the area of the
RDP processing result corresponding to the requested con-
tent, and may display only this area in the content display area
of the browser.

At block 1014, the client computing device 102 processes
local and remote user interactions. An illustrative routine for
processing user interactions is provided below with reference
to FIG. 11. At block 1016 the routine ends. Illustratively, a
browse session instance instantiated by the network comput-
ing content provider 107 may terminate when a browser win-
dow or content display area is closed, may terminate when a
remote session browse protocol is replaced by a parallel pro-
cess at the client computing device 102, or may terminate in
accordance with a timer or other event. Illustratively, if a
browse session has terminated automatically due to a time-
out but has associated content still displayed in a browser at
the client computing device 102, later attempts by the user to
interact with the content may result in a new browse session
request being provided to the network computing and storage
service provider 107 to start a new browse session according
to the last state of the terminated session. [llustratively, ter-
minating a remote browse session after a time-out may allow
the network computing storage provider 107 to save comput-
ing resources at the NCC POP. In one embodiment, this
process may be transparent to the user at client computing
device 102, even though the remote browse session has been
terminated during the intervening period.

FIG. 11 is a flow diagram illustrative of a process user
interaction routine 1100 implemented by a client computing
device 102. Process user interaction routine 1100 begins at
block 1102 in response to an interaction by a user. [llustra-
tively, process user interaction routine 1100 may begin sub-
sequent to the display of content in a content display area of
a browser interface. For example, process user interaction
routine 1100 may correspond to block 1014 of FIG. 10 above.

Tustratively, the displayed content may have one or more
interactive elements, such as forms, buttons, animations, etc.
User interaction with these interactive elements may require
processing and display of updated content in the content
display area. For example, selecting an element in a drop-
down menu on a Web page may require processing and may
change the configuration or visual appearance of the Web
page or embedded resources. Illustratively, the processing
required by user interaction with the displayed content may
be handled as a local user interaction at the client computing
device 102 or as a remote user interaction at the NCC POP
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142 depending on the remote session browsing configuration
in use. For example, if a remote session browsing configura-
tion utilizing substantial local processing (e.g., sending
unprocessed files over HTML), user interactions with dis-
played content may typically be handled as local user inter-
actions at the client computing device 102. Illustratively,
handling user interactions with displayed content as local
user interactions at the client computing device 102 may
allow for better responsiveness and fewer delays with simple
user interactions (e.g., selection of a radio button, or typing
text into a field), as interaction data corresponding to the
interaction does not need to be sent to the NCC POP 142 for
processing.

As a further example, if a remote session browsing con-
figuration utilizing heavy remote processing of content (e.g.,
sending processed bitmap data over RDP) is being used as the
remote session browsing configuration, all user interactions
with displayed content may be handled as remote user inter-
actions. For example, user input (e.g., keyboard inputs and
cursor positions) may be encapsulated in RDP protocol data
units and transmitted across network 108 to the NCC POP
142 for processing. Illustratively, the NCC POP 142 may
apply the user interactions to the network content and trans-
mit processing results consisting of updated bitmaps and
interface data corresponding to an updated representation of
the content back to the client computing device 102. Illustra-
tively, handling user interactions with displayed content as
remote user interactions at the NCC POP 142 may have a
negative impact on interface responsiveness, as data is
required to pass over the network and is limited by network
latency; however, user interactions that require a substantial
amount of processing may perform better when handled as
remote Uuser interactions, as the processing latency of the
NCC POP 142 may be substantially lower than the processing
latency of the client computing device 102.

In addition to a content display area for displaying network
content, a browser may have one or more local interface
components, such as toolbars, menus, buttons, or other user
interface controls. Interactions with local interface compo-
nents may be treated as local user interactions or remote user
interactions depending on the processing required by the
interaction and the remote session browsing configuration as
further depicted in illustrative FIG. 7. For example, some
local interface components may be managed locally by
browser code running on the client computing device, while
other local interface components may have one or more
locally managed aspects (e.g., button click feedback, scroll
bar redraw, etc), and one or more remote managed aspects
treated as remote user interactions (e.g., page refresh,
requesting a page at an address in an address bar, etc.)

At block 1104, the client computing device 102 obtains a
user interaction from the user. This user interaction may be an
interaction with local interface components as described in
FIG. 7 and above, or may be an interaction with any interac-
tive elements of the content displayed in the content display
area of the browser, such as form fields, buttons, animations,
etc. User interaction with these local interface components or
interactive elements of displayed content may require local
and/or remote processing depending on the nature of the
component or element and the processing split specified by
the remote session browsing configuration as described in
FIG. 7 and above. At block 1106, the client computing device
102 determines the interaction processing requirements for
the obtained user interaction. At decision block 1108, if the
user interaction has local aspects (e.g., button click feedback,
a change to a local browser state, a content element being
processed at the client computing device, etc.) the routine
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1102 moves to block 1110 to process the local aspect or
aspects of the user interaction at the client computing device
102 and subsequently update the local interface components
at block 1112. Illustratively, and as discussed above, aspects
of the interaction and updating interface components and
elements locally allows a browser to provide responsive user
interfaces and content. Subsequent to processing local aspect
(s) of the user interaction, or if the user interaction has no local
elements (e.g., a user interaction with a content element dis-
played in the content display area when using a remote ses-
sion browsing configuration processing entirely on the server
side and utilizing an RDP remote session communication
protocol) the routine 1102 moves to decision block 1114. If
the user interaction has remote aspects that require process-
ing, the routine 1102 moves to block 1116 and provides
remote user interaction data to the network computing pro-
vider 107. Illustratively, in the case of a heavily server side
remote session browsing configuration utilizing an RDP
remote session communication protocol, the remote user
interaction data may include input data such as a cursor posi-
tion or keyboard input encapsulated in one or more RDP
protocol data units. In some embodiments of remote session
browsing configurations utilizing RDP or other remote ses-
sion communication protocols, particular aspects of remote
user interaction data such as cursor positions may be provided
to the network computing provider 107 on a continuous basis,
while in other embodiments of remote session browse con-
figurations, remote user interaction data may only be pro-
vided to the network computing provider 107 when associ-
ated with a user interaction that requires remote processing.

At block 1118, the client computing device 102 obtains an
updated processing result from the network computing pro-
vider 107, the network computing provider 107 having pro-
cessed the remote user interaction data to generate an updated
representation of the content. At block 1120, the client com-
puting device 102 performs any additional processing
required on the updated processing result (based on the
remote session browsing configuration) and at block 1122
displays the updated processing result in the content display
area of the browser. At block 1124 the process user interaction
routine 1100 ends. Illustratively, the routine may be executed
again any number of times in response to further user inter-
actions with the browser and displayed content.

With reference now to FIGS. 12-14, the interaction
between various components of the networked computing
environment 100 of FIG. 1 will be illustrated. Specifically,
FIGS. 12-14 illustrate the interaction between various com-
ponents of the networked computing environment 100 for the
creation and maintenance of a persistent browsing context at
the network computing provider 107 and the processing of
interaction data and content associated with co-browsing by a
first and second client computing device 102A and 102B. For
purposes of the example, however, the illustration has been
simplified such that many of the components utilized to facili-
tate communications are not shown. One skilled in the rel-
evant art will appreciate that such components can be utilized
and that additional interactions would accordingly occur
without departing from the spirit and scope of the present
disclosure.

With reference to FIG. 12, the process can begin with the
generation and processing of a new persistent browsing con-
text request from a client computing device 102A to a net-
work computing provider 107. [llustratively, the client com-
puting device 102A may load a browser for viewing network
content in response to an event or user request. Subsequent to
the browser being loaded, the browser may be configured to
request a new persistent browsing context. In various embodi-
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ments, the request for a new persistent browsing context may
be automatic upon browser load, or may be the result of an
event such as a command or request from the user of the client
computing device. In other embodiments, the browser may be
configured to request access to an existing persistent brows-
ing context instantiated at the network computing provider as
discussed with reference to FIG. 13 below.

Asillustrated in FIG. 12, the client computing device 102A
and a network computing provider 107 may exchange persis-
tent browsing context environment information. As discussed
with reference to FIG. 16 below, persistent browsing context
environment information may include any number of types of
information including, but not limited to, configuration infor-
mation, identifying information, browse preference informa-
tion, information regarding currently active persistent brows-
ing contexts, etc. In other embodiments, persistent browsing
context environment information may be included in a per-
sistent browsing context request, or may be exchanged prior,
subsequently, or simultaneously to a persistent browsing con-
text request.

Client computing device 102A may send a persistent
browsing context request to the network computing provider
107. In an illustrative embodiment, the network computing
provider 107 utilizes a registration application program inter-
face (“API”) to accept persistent browsing context requests
from the client computing device 102. In one embodiment,
the persistent browsing context request can include a browse
session request or other information identifying requested
content as described in FIGS. 2-6 above.

Subsequent to the receipt of the persistent browsing con-
text request, the network computing provider 107 may select
an NCC POP such as NCC POP 142 to service the persistent
browsing context request. The selection of processing and
network resources and the provisioning of software at the
NCC POP instance may be done, at least in part, in order to
optimize communication with content providers 104 and cli-
ent computing devices 102, for example as based on location
or performance information included in the persistent brows-
ing context environment information or persistent browsing
context request.

The selected NCC POP 142 may generate a persistent
browsing context based on the persistent browsing context
request and any persistent browsing context environment
information exchanged between client computing device
102A and network computing provider 107. Illustratively,
instantiating a new persistent browsing context instance may
include loading a new virtual machine instance and/or
browser instance at the NCC POP 142, reserving or allocating
device memory, storage or cache space, processor time, net-
work bandwidth, or other computational or network
resources for the new persistent browsing context.

Although not shown here for purposes of clarity, subse-
quent to a new persistent browsing context being instantiated
at NCC POP 142, the client computing device 102A may
provide NCC POP 142 with requests for new browse sessions
or other requests corresponding to requested content. NCC
POP 142 may create any number of new browse sessions
corresponding to the new browse session requests and/or
content requests and exchange various browse session infor-
mation with the client computing device 102A. For example,
the NCC POP 142 may provide initial processing results to
the client computing device 102A, and exchange user inter-
action data and updated processing results with the client
computing device 102A as described in FIGS. 2-6 above. The
NCC POP 142 may additionally receive browser and content
configuration data corresponding to changes in the state, con-
figuration, or preferences of the browser and the display of
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content therein. The NCC POP 142 may process configura-
tion data and browse session information, and may maintain
the content and state information in the persistent browsing
context. [llustratively, new browse sessions corresponding to
requested content may be instantiated at the same NCC POP
142 as the persistent browsing context, or may be instantiated
atany other NCC POP based on any number of performance,
cost, or preference factors as discussed above with reference
to FIG. 11. In various embodiments, a browse session may be
created for each piece of content, tab, window, frame, group
of content, or any combination thereof associated with the
persistent browsing context. [llustratively, each browse ses-
sion may be associated with the same or a different remote
session browse configuration as described with reference to
FIGS. 8-11 above.

With reference to FIG. 13, a block diagram of the content
delivery environment of FIG. 1 illustrating the generation and
processing of a request to access an existing persistent brows-
ing context from a second client computing device 102B to a
network computing provider 107 is disclosed. As illustrated
in FIG. 13, a second client computing device 102B may
attempt to access an existing persistent browsing context
request at network computing provider 107 across network
108. In an illustrative embodiment, the network computing
provider 107 utilizes a registration API to accept persistent
browsing context requests and persistent browsing context
environment information from the client computing device
102B.

In one embodiment, a second user associated with a second
client computing device 102B may subsequently decide to
access the extant persistent browsing context at the network
computing provider 107. Illustratively, the second client com-
puting device 102B may have different hardware, software, or
network access from the client computing device 102A. In
various embodiments, the address of the network computing
provider 107 hosting the persistent browsing context may be
supplied in a link, reference, or electronic address to client
computing device 102B, may be supplied by the second user,
or may be hardcoded or otherwise obtained from the browser
or other software or hardware component of the second client
computing device 102B.

The request to access a persistent browsing context may
begin with the exchange of persistent browsing context envi-
ronment information as described with reference to FIG. 12
above. The exchange of persistent browsing context informa-
tion may be initiated by the second client computing device
102B in response to a user opening up a new browser window
with a new content display area, opening a new content dis-
play area in an existing browser window (e.g., opening a new
tab in a browser), requesting new network content in an
existing content display area (e.g., following a link to a new
network resource, or entering a new network address into the
browser), or any other user interaction. In one embodiment,
persistent browsing context environment information pro-
vided by the client computing device 102B to the network
computing provider 107 may include, but is not limited to,
browser information, user information (e.g., an 1D, login, or
password), device information, an environment identifier, a
persistent browsing context identifier, etc. In one embodi-
ment, the client computing device 102B may supply an envi-
ronment identifier or persistent browsing context identifier
allowing access to the extant persistent browsing context
identifier. In other embodiments, the client computing device
102B may be required to provide user identification informa-
tion (e.g., an ID, login, or password) to see and/or access the
persistent browsing context. Responsive to this identification
information, the network computing provider 107 may pro-
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vide the second client computing device 102B with available
session information, including a list of available persistent
browsing contexts associated with the identification informa-
tion. Illustratively, the list of available persistent browsing
contexts may correspond to active software processes or
stored data on the NCC POP 142, or any other combination of
NCC POPs or network computing or storage devices associ-
ated with the network computing provider 107. In one
embodiment, the list of available persistent browsing contexts
may include one or more persistent browsing contexts open to
co-browsing by the second user and other users, and one or
more persistent browsing contexts only accessible to the sec-
ond user. An illustrative user interface for selecting an exist-
ing persistent browsing context is provided with reference to
FIG. 15 below. The second client computing device 102B
may transmit the persistent browsing context selection to the
network computing provider 107.

Although not depicted here for the purposes of clarity,
upon receiving the persistent browsing context selection, the
network computing provider 107 may cause the second client
computing device 102B to be connected to the existing per-
sistent browsing context at NCC POP 142. The NCC POP 142
may access an existing browse session corresponding to the
persistent browsing context, and may transmit initial process-
ing results corresponding to present states of the content
associated with the persistent browsing context and present
browser state information associated with the persistent
browsing context. The second client computing device 102B
and the NCC POP 142 may proceed to exchange user inter-
action data, content requests, processing results, and browser
configuration information for example as described with
regards to FIGS. 2-6 and 12 above.

With reference to FIG. 14, a block diagram of the content
delivery environment of FIG. 1 illustrating the generation and
processing of remote user interaction data, processing results,
and co-interaction data between a first client computing
device 102A, a second client computing device 102B, and a
network computing provider 107 is disclosed. In one embodi-
ment, the illustrative sequence of events depicted with
regards to FIG. 14 may occur subsequent to the creation and
access of a persistent browsing context at NCC POP 142 by a
first client computing device 102A and a second client com-
puting device 102B, as depicted above with reference to
FIGS. 12 and 13.

Tlustratively, subsequent to client computing device 102A
and client computing device 102B accessing the persistent
browsing context at NCC POP 142 and receiving processing
results corresponding to displayed content and content states
and/or browser configuration information as described in
FIGS. 12 and 13 above, each of the client computing device
102A and the second client computing device 102B may send
remote user interaction data to the network computing pro-
vider 107 as described above with reference to FIGS. 9-11.
Iustratively, this remote user interaction data may include
any number of interactions with the content associated with
the persistent browsing context at the NCC POP 142 and
displayed at the client computing device 102A and the second
client computing device 102B respectively. In some embodi-
ments, this remote user interaction data may further include
requests for content to be associated with the persistent
browsing context, changes to browser preferences to be asso-
ciated with the persistent browsing context, and any other
change to the persistent browsing context at the NCC POP
142. In further embodiments, one or more interactions from
either or both of the client computing device 102A and the
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second client computing device 102B may be prohibited
based on permissions associated with the persistent browsing
context.

The network computing provider (e.g., NCC POP 142 and
any other NCC POPs associated with the persistent browsing
context) may process the user interaction data to generate
updated processing results based on the user interactions with
the persistent browsing context content as well as any newly
requested content or changes to browser configurations
included in the remote user interaction data. The network
computing provider 107 may provide the updated processing
results to the client computing device 102A and the second
client computing device 102B for display. In addition to
updated processing results, the network computing provider
107 may provide co-interaction data to each of the client
computing devices 102A and 102B. Illustratively, as dis-
cussed below with reference to FIGS. 15-17, co-interaction
data may include data associated with interactions of co-
browsing users with the content associated with the persistent
browsing context. For example, co-interaction data provided
to client computing device 102A may include indications or
representations of interactions by the second user with a
representation of content associated with the persistent
browsing context and displayed at the second client comput-
ing device 102B. Each of the client computing device 102A
and the second client computing device 102B may process the
co-interaction data provided by the network computing pro-
vider 107 and display representations of the interactions of
any co-browsing users. For example, the second client com-
puting device 102B may display the movement of the client
computing device 102A’s cursor and selection of displayed
content, the following of alink by the client computing device
102A, etc.

FIG. 15 is a user interface diagram depicting an illustrative
browsing context selection interface 1500. As described with
reference to FIGS. 13 and 16, after a client computing device
provides persistent browsing context environment informa-
tion to a network computing provider 107, the network com-
puting provider 107 may provide the client computing device
102 with a list 1502 of available persistent browsing contexts
based, for example, on identification information included in
the persistent browsing context environment information. For
example, a client computing device 102 may provide a
browse environment identifier in response to a user opening a
browser application or otherwise identifying a browse envi-
ronment to access. In another example, a client computing
device 102 may provide persistent browsing context environ-
ment information including user identification information,
such as a login or a password, to the network computing
provider 107. The network computing provider 107 may
respond to this identification information by providing a list
1502 or other representation of available persistent browsing
contexts to the client computing device 102.

In one embodiment, the list 1502 of available persistent
browsing contexts may be presented to the user in a persistent
browsing context selection interface 1500 identifying the per-
sistent browsing context environment (e.g., “John’s Home™)
based on identification information as discussed above. Illus-
tratively, a persistent browsing context selection interface
1500 may provide the list 1502 of available persistent brows-
ing contexts along with accompanying information such as a
last persistent browsing context access date, etc. The list 1502
of available persistent browsing contexts may further include
indicia of users currently participating in co-browsing within
a persistent browsing context in the list 1502. In one embodi-
ment, the list may indicate that some persistent browsing
contexts are individual browsing contexts not open to co-
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browsing by other users, and are thus only accessible to the
user at the client computing device 102. In one embodiment,
the persistent browsing context selection interface 1500 may
allow a user to create a new persistent browsing context as
well as access an existing persistent browsing context, as
described with reference to FIGS. 12 and 13, respectively.

FIG. 16 is a flow diagram illustrative of a client co-brows-
ing routine implemented by a client computing device 102 of
FIG.1. Client co-browsing routine 1600 begins at block 1602.
Iustratively, client co-browsing routine 1600 may begin in
response to a new instance of a software browser application
being instantiated at the client computing device 102, a user
requesting access to a persistent browsing context from a
previously instantiated software browser application at the
client computing device 102, or any other event.

Atblock 1604, the client computing device 102 establishes
a connection and exchanges persistent browsing context envi-
ronment information with a network computing provider 107.
Iustratively, persistent browsing context environment infor-
mation may include any number of types of information
including, but not limited to, configuration information, iden-
tifying information, browse preference information, informa-
tion regarding currently active persistent browsing contexts,
etc. For example, the client computing device 102 may trans-
mit persistent browsing context environment information
including device information, software browser information,
location information, a user ID or other user information, a
persistent browsing context environment identifier, informa-
tion specifying a previous browse history or set of bookmarks
to utilize within the persistent browsing context, or any other
type of information. Specifically, for the purposes of illustra-
tion, the persistent browsing context environment informa-
tion sent to the network computing provider 107 by the client
computing device 102 may include, but is not limited to,
hardware and software information associated with the client
computing device 102, information identifying a user (e.g., a
login and password, a user 1D, etc.), information associated
with the user, a persistent browsing context identifier, browser
configurations or preferences, a logical or physical device
location, etc.

In one embodiment, the persistent browsing context envi-
ronment information may include a persistent browsing con-
text environment identifier associated with a set of existing
persistent browsing contexts or persistent browsing context
preferences stored at the network computing provider. For
example, a user at client computing device 102 may choose to
access a persistent browsing context environment named
“John’s House.” With regards to this specific example, the
client computing device 102 may provide a persistent brows-
ing context environment identifier associated with the
“John’s House” persistent browsing context environment to
the network computing provider 107 as part of the browse
environment information. Illustratively, the “John’s House”
browse environment identifier may be associated with any
number of different individual or co-browsing persistent
browsing contexts at the network computing provider 107, as
discussed below, and may further be associated with prefer-
ences or configuration information common to the associated
persistent browsing contexts, such as sets of bookmarks or
browsing histories. In various other embodiments, persistent
browsing contexts and various preferences or configuration
information may be associated with identification informa-
tion corresponding to a user, a client computing device 102, a
logical or physical location, a software browser application,
operating system or other software, a network address, device
performance or network characteristics, or any other entity,
device, or piece of information. In other embodiments, per-
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sistent browsing context environment information may be
included in the persistent browsing context request, or may be
exchanged prior or simultaneously to the new persistent
browsing context request. In various embodiments, persistent
browsing context environment information may additionally
or alternatively include a persistent browsing context identi-
fier identifying a particular extant persistent browsing con-
text.

Tustratively, in some embodiments, a browse environment
identifier may be implemented in a computer or human read-
able format, such as an alphanumeric string consisting of
letters, numbers, or other characters, and/or coded into a
barcode, radio frequency 1D transmitter or any other code or
transmission format. Illustratively, a client computing device
102 may be configured to read a browse environment identi-
fier and utilize the browse environment identifier to identify
sets of persistent browsing contexts and related configuration
information at a network computing provider 107. For the
purpose of a specific example, a first user may obtain a browse
resource identifier, or an electronic address (e.g., a uniform
resource locator (URL)) including information correspond-
ing to the address of a network computing provider along with
a browse environment identifier. [llustratively, this electronic
address or browse environment identifier may, in various
embodiments, be generated by the browser at the client com-
puting device 102, the network computing provider 107, the
first user, or any other service, entity, or device. The first user
may provide the electronic address to a second user (e.g., by
electronic message). The second user may provide the elec-
tronic address to the network computing provider 107
through a browser running on a client computing device 102
associated with the second user in order to access the persis-
tent browsing contexts and corresponding configuration
information associated with the browse environment identi-
fier. For example, the electronic address may in one embodi-
ment be presented as a hyperlink containing an address of the
network computing provider 107 and the browse environ-
ment identifier, and the second user may cause the browse
environment identifier to be transmitted to the network com-
puting provider 107 by clicking on or otherwise following the
link. In various other embodiments, a persistent browsing
context identifier may be transferred between or read by client
computing devices utilizing any other technology as known
in the art, including, but not limited to, QR codes, bar codes,
radio frequency ID codes, near field communication, Blue-
tooth, infrared, etc. [llustratively, in other embodiments, iden-
tifiers identifying a particular extant persistent browsing con-
text at a network computing provider 107 may be transmitted
using any of the same methodologies as described above with
reference to browse environment identifiers.

The network computing provider 107 may respond to the
persistent browsing context environment information from
the client with a list of available existing persistent browsing
contexts associated with the specified device/user/environ-
ment identifier, configuration information for the browser
running at the client computing device, bookmarks or brows-
ing history to associate with the software browser for the
persistent browsing context, etc. In one embodiment, at block
1606, the client computing device may provide persistent
browsing context environment authentication information to
the network computing provider 107. For example, in
response to identification information received from the cli-
ent computing device 102 (e.g., a persistent browsing context
environment identifier, user, device, or browser identification
information, etc.), the network computing provider 107 may
require additional authentication information such as a login
and/or password. [llustratively, this authentication informa-
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tion may be requested or provided over a secure connection
utilizing any protocol or technology as known in the art. For
purposes of a specific example, authentication information
may be required when one or more aspects of the persistent
browsing context environment information is associated with
persistent browsing contexts associated with private or sen-
sitive information, or may be required when one or more
aspects of the persistent browsing context environment infor-
mation is associated with a co-browsing persistent browsing
context.

At block 1608, the client computing device 102 obtains
current active persistent browsing context information such
as a list of currently active persistent browsing contexts asso-
ciated with one or more aspects of the identification informa-
tion exchanged at block 1604 above. Illustratively, the current
active persistent browsing context information may include
various information regarding one or more of the persistent
browsing contexts in the list, including, but not limited to,
persistent browsing context names or identifiers, persistent
browsing context last accessed dates, persistent browsing
context total time spent browsing, persistent browsing con-
text creation dates, tags or other persistent browsing context
category information, lists of content associated with each
persistent browsing context, user generated notes, device or
browser access records, or any other historical or identifying
information. The current active persistent browsing context
information may further indicate whether a persistent brows-
ing context is an individual browsing context or is open to
co-browsing, and may include indicia identifying one or more
users or devices previously engaged, currently engaged, or
otherwise authorized to participate in co-browsing within the
persistent browsing context. In some embodiments, block
1608 may not occur, may be combined with another block, or
may occur later or earlier than depicted in the routine 1600.
For example, block 1608 may not be necessary if the client
computing device has specified a particular persistent brows-
ing context to join as part of the persistent browsing context
environment information, there are no currently active per-
sistent browsing contexts associated with one or more aspects
of the identification information, etc.

At decision block 1610, the client computing device 102
may provide a new persistent browsing context request to the
network computing provider 107 at block 1612 as described
in FIG. 12 above, or may identify a currently active persistent
browsing context to access at block 1614. At block 1612,
providing a new persistent browsing context request to the
network computing provider 107 may cause the network
computing provider 107 to instantiate a new persistent brows-
ing context corresponding to the request. Illustratively, in one
embodiment, the new persistent browsing context request
may include one or more addresses or references to various
network resources or other content requested by the client
computing device 102. In a further embodiment, the persis-
tent browsing context request may include association infor-
mation associating the new persistent browsing context with
one or more aspects of identification information included in
the persistent browsing context environment information as
described above with reference to block 1604.

The new persistent browsing context request may further
include information regarding co-browsing configurations
for the new persistent browsing context. [llustratively, the
co-browsing configurations may include any number of con-
figurations, permissions, or requirements regarding
co-browsing at the new persistent browsing context. For
example, the co-browsing configurations may include a list of
users or devices authorized to co-browse, login or other iden-
tification or authorization requirements, restrictions on types
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of interactions or changes that may be performed by each
user, and other permissions governing any type of interaction
or characteristic of a co-browsing user, as discussed further
below. In an illustrative embodiment, the persistent browsing
context request is transmitted in accordance with an API.

Subsequent to providing the new browse request to the
network computing provider 107, the client computing
device 102 may provide persistent browsing context selection
information selecting the new persistent browsing context to
the network computing provider 107. In some embodiments,
the routine 1600 will proceed directly to block 1616 without
providing further selection information.

At block 1614 the client computing device 102 may select
an existing persistent browsing context. [llustratively, the cli-
ent computing device 102 may provide persistent browsing
context selection information to the network computing pro-
vider 107. In one embodiment, the persistent browsing con-
text selection information may correspond to one or more
active persistent browsing contexts included in the current
active persistent browsing context information provided to
the client computing device 102 at block 1608. [llustratively,
the routine 1600 may skip block 1614, for example if a new
persistent browsing context was created, or if a particular
extant persistent browsing context was already identified in
the persistent browsing context environment information
exchanged at block 1604 above. In one embodiment, authen-
tication or identification information may be required by the
network computing provider 107 when requesting access to
the persistent browsing context.

Atblock 1616, the client computing device 102 may obtain
one or more initial processing results from the network com-
puting provider 107 corresponding to the content of the per-
sistent browsing context selected at block 1614 above. The
initial processing results may correspond to browse sessions
associated with the persistent browsing context and instanti-
ated at one or more NCC POPs associated with the network
computing provider 107, as described with reference to FIGS.
9-11 above. The initial processing results may be associated
with representations of the content associated with the per-
sistent browsing context. For example, in the case of a new
persistent browsing context, the initial processing results may
be associated with representations of content requested in
association with the new persistent browsing context. Illus-
tratively, and as discussed above, in the case of an existing
persistent browsing context, the initial process results may be
associated with a content state. For example, a client comput-
ing device 102 entering an existing co-browsing persistent
browsing context with currently playing video content may
be provided with initial processing results that allow the video
content at the client computing device 102 to begin playback
from the current location in the video content as seen by the
other co-browsing users.

In the case of an existing persistent browsing context, the
initial processing results may be associated with representa-
tions of content associated with the existing persistent brows-
ing context, such as, for example, Web pages corresponding
with open tabs associated with the persistent browsing con-
text. [llustratively, representations of content associated with
an existing persistent browsing context may include the prior
state of the content (i.e., the state of the content as of the last
access of the persistent browsing context). For example, a
user of a client computing device 102A accessing a persistent
browsing context at the network computing provider 107 may
have opened several Web pages in different tabs in a browser
at the client computing device 102A. The user may further
have scrolled down through the Web page content in a first
Web page and entered Web form data on a second Web page
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before closing the browser at the client computing device
102A. With regards to this specific example, a browser at a
same or different client computing device 102B accessing the
associated persistent browsing context at network computing
provider 107 at a later time may receive processing results
corresponding to representations of the Web pages as they
were displayed before the browser was closed. For the pur-
poses of example, the processing results may thus correspond
to the displayed section of the scrolled down Web page, and
correspond to the second Web page with form data intact, as
well as any other representations of content as it was dis-
played before the browser was closed at the client computing
device 102A. Illustratively, while co-browsing may be
referred to as being performed by either a user or a client
computing device 102, it should be understood that the iden-
tity of a co-browsing entity may be associated with either a
user or an associated device, or any other type of identifica-
tion or synthetic ID as discussed below.

As a further example, a user at the client computing device
102A may be accessing a persistent browsing content to
co-browse a Web page with another user at a client computing
device 102B (e.g., accessing a co-browsing-enabled persis-
tent browsing context that a first user is currently accessing).
For the purposes of this example, the processing results may
correspond to the current state and layout of the Web page as
it is being browsed by the user at the client computing device
102A. Tlustratively, the format and data included in the initial
processing results may vary based on one or more remote
session browsing configuration. As discussed above with ref-
erence to FIGS. 9-11, each remote session browsing configu-
ration may be selected by the network computing provider
107, and may be associated with a remote session correspond-
ing to one or more pieces of content, resources, users, brows-
ers, etc., and associated with the persistent browsing context.
Remote sessions associated with a persistent browsing con-
text may be configured differently and determined separate
for one or more co-browsing users, or for the same user or
users at different times.

A client computing device 102 accessing the persistent
browsing context may further receive browser configuration
information corresponding to a current (e.g., in the case of
co-browsing) or previous browser state before the original
browser was closed. The browser configuration information
may include, but is not limited to, a layout of interface ele-
ments in the browser, viewing state or style (e.g., displaying
content in tabs, windows, or frames, and how many to display
of'each) a browser theme or visual skin, browser preferences,
browser history, extant cookies or other identifying informa-
tion, bookmarks, and any other configuration, setting, or
information associated with the browser.

In one embodiment, the initial processing results received
from the network computing provider 107 and associated
with a persistent browsing context may correspond to a num-
ber of different resources or content (e.g., a number of Web
pages). As described above with reference to FIG. 7,
resources may be presented in organizational groups includ-
ing, but not limited to, different tabs in a browser interface at
client computing device 102, or a series of windows, frames
in a single window, elements in a list, or in any other visual or
organizational representation.

In one embodiment, one or more organizational groups
associated with content within a browsing context may be
inaccessible or restricted to one or more co-browsing users.
For example, a first tab associated with a co-browsing persis-
tent browsing context may be accessible with full permissions
to all users, content in a second tab may be off-limits to a first
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user but available to a second and third user, and content in a
third tab may be visible to all users but restricted so that only
the first user can modify it.

In another embodiment, multiple browsing contexts may
correspond to one or more organizational groups within a
browser. For example, a user at a client computing device 102
may have six tabs open. With regards to this specific example,
afirst tab may be associated with a page viewed locally by the
browser as known in the art. A second tab may be associated
with an individual persistent browsing context (e.g., Web
pages of bank accounts). A fourth tab may be associated with
a co-browsing persistent browsing context with a friend. A
fifth and sixth tab may be associated with a co-browsing
persistent browsing context that is open to a group of five
other co-workers, but in which the user is the only person
currently browsing. A sixth tab may be associated with a
remote browsing session corresponding to a Web page as
described above with reference to FIGS. 9-11, but not asso-
ciated with a persistent browsing context. Illustratively, the
above example is provided for purposes of illustration, and it
should be understood that any combination or permutation of
browsing methodologies within any combination of different
organizational groups is possible.

In various embodiments, a user at a client computing
device 102 may add, remove, duplicate a tab or other organi-
zational group, or change an attribute of a tab or other orga-
nizational group without affecting any other content, browse
context, or organizational group. Further, in various embodi-
ments, a user may add, remove, or duplicate a persistent
browsing context without changing any attributes associated
with any other content, browse context, or organizational
group. For example, a user may create a new persistent brows-
ing context by duplicating an existing co-browsing persistent
browsing context. In a specific example, the user may make
the new duplicate browse context an individual, rather than
co-browsing persistent browsing context, or may open the
duplicate browse context up to a different group of users or
client computing devices for co-browsing. As another
example, a user may create a new co-browsing persistent
browsing context based on one or more browsing tabs being
viewed and processed locally at a browser on his client com-
puting device 102. [llustratively, the user may specify particu-
lar friends to have access to the co-browsing persistent brows-
ing context, and/or may set up certain restrictions or
permissions on accessing the browse context. In one embodi-
ment, this may allow a user to share his local browsing with
friends.

An organizational group (e.g., tab, window, frame, list,
etc.), may have one or more indicia identifying a remote
browse session, a persistent browsing context, content, co-
browsing status (e.g., co-browsing allow, other users active, a
number or characteristic of other users, etc.) or any other
associated configuration, permission, browsing methodol-
ogy, history, or other characteristic. In other embodiments,
one or more browsers may correspond to any number of
different browsing methodologies as illustratively described
above with reference to tabs and other organization groups.

Tustratively, if the visual or organization representation of
the resources is such that one resource will be displayed
initially, that is, prior to the display of the other resources
(e.g., the currently open tab in a tab-organized browser such
as that shown in FIG. 7 above), processing results corre-
sponding to representations of this resource may be given
processing or transfer priority at the client computing device
102 and/or at the network computing provider 107. For
example, the client computing device 102 may perform any
required processing steps on processing results correspond-
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ing to the initially-displayed resources before performing
processing steps on processing results corresponding to
resources that will be hidden by the browser interface (e.g.,
resources in tabs currently not displayed). As another
example, the network computing provider 107 may prioritize
one or more browse sessions associated with the initially-
displayed resources. Illustratively, prioritizing may include
processing results corresponding to initially-displayed
resources before sending processing results corresponding to
other resources. In other embodiments, the processing and/or
transfer of processing results may be prioritized based on
other factors including tags generated by a user or browser, a
type of content, tags in resource code (e.g., HTML tags or
metadata), a content importance, hardware or network speci-
fications or requirements, or any other factor.

At block 1618, the client computing device 102 may pro-
vide user interaction data to the network computing provider
107 as discussed above with reference to FIGS. 9-11. In
various embodiments, the user interaction data may be asso-
ciated with requests for content, cursor or pointer movement,
video, voice, or chat interactions, selections or interactions
with displayed content at a client computing device 102, or
any other interaction with the browser, client computing
device 102, displayed content, or other content, object, or
control, or as discussed below with reference to co-interac-
tion data.

Atblock 1620, the client computing device 102 may obtain
processing results from the network computing provider 107
as discussed above with reference to FIGS. 9-11, and may
subsequently process the obtained processing results in order
to display any associated representations of interacted-with
and/or requested content associated with the persistent
browsing context.

Atblock 1622, the client computing device 102 may obtain
co-interaction data from the network computing provider
107. Ilustratively, the co-interaction data may be associated
with user interactions by all or a subset of users currently
co-browsing at the same persistent browsing context that the
client computing device is accessing. For example, the co-
interaction data may include representations of interactions
by any co-browsing users, or may include positional and state
data, or other information associated with interactions by
co-browsing users. In one embodiment, the co-interaction
data may include interaction data encapsulated in RDP,
X-Windows, Remote Frame Buffer, or other remote terminal
protocol. [llustratively, in various embodiments, user interac-
tions included in co-interaction data may include any user
interaction as known in the art including, but not limited to:
cursor or pointer movement; selecting, activating, or other-
wise interacting with user interface controls or content;
requests for content; typing or otherwise entering, deleting, or
modifying information, changes to preferences or other con-
figurations of the browser or content, etc. Co-interaction data
may further include communications data between users,
including voice data (e.g., VoIP), video data, text chat data,
etc. Illustratively, communications data from a first client
computing device 102 may be provided to all other co-brows-
ing users, or may only be intended and provided to a certain
user or client computing device.

Tlustratively, a client computing device 102 may receive
all co-interaction data from all other co-browsing users/de-
vices, or may only receive a subset of co-interaction data. In
one embodiment, a client computing device 102 may not be
provided with co-interaction data associated with content not
currently displayed at the client computing device 102. For
example, if the browser at the client computing device 102 is
displaying a first tab associated with a co-browsing persistent
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browsing context, and is hiding content on a second tab asso-
ciated with a co-browsing persistent browsing context, the
network computing provider 107 may only provide co-inter-
action data associated with the first tab.

In various embodiments, a persistent browsing context
may place restrictions on interactions by co-browsing users or
client computing devices 102. For example, a persistent
browsing context may place no interaction restrictions on a
first user, but may restrict other co-browsing users from inter-
acting with the persistent browsing context in any way. With
regards to this specific example, users may therefore be able
to observe a presentation by the first user, but not interact
themselves. [llustratively, in this example, co-interaction data
associated with cursor movements by the restricted users may
not be provided to the other co-browsing users. In another
example, all co-browsing users may interact with content on
a Web page, but may be restricted from opening new tabs or
requesting new content. [llustratively, restrictions on interac-
tions may include, but not limited to, restrictions on clicking,
selecting, or otherwise interacting with content, restrictions
on accessing and/or modifying persistent browsing context
history, restrictions on changing organizational groupings
(e.g., adding, modifying, or removing tabs, windows, frames,
etc.), restrictions on requesting content, restrictions on
accessing or interacting with particular pieces of content
(e.g., a restriction on starting or stopping streaming video
playback), a restriction on interacting with a browser inter-
face, restrictions on bookmarking content, and restrictions on
changing browser or content preferences or configurations,
among others.

In one embodiment, and as discussed above, the client
computing device 102 may duplicate existing persistent
browsing contexts by providing a persistent browsing context
duplication request to the network computing provider 107.
Tlustratively, the network computing provider 107 may pro-
cess the persistent browsing context duplication request and
instantiate a new persistent browsing context at the network
computing provider with identical content and state to the
original persistent browsing context. In one embodiment, if
the original persistent browsing context was associated with
any particular persistent browsing context environment infor-
mation (e.g., a browse environment identifier or other identi-
fication information), the newly instantiated duplicate persis-
tent browsing context may be associated with the same
persistent browsing context environment information, or may
be created as unassociated with any particular information. In
one embodiment, a user may specify whether a duplicated
persistent browsing context is an individual browsing context
oris accessible by one or more other users for co-browsing. In
a further embodiment, if the duplicated persistent browsing
context is a co-browsing context, the user may specity a set of
access permissions and/or specify restrictions to one or more
user’s or device’s interactions with the content. The dupli-
cated persistent browsing context may be instantiated on the
same NCC POP 142 as the original persistent browsing con-
text, or may instantiated on any other NCC POP associated
with the network computing provider 107.

Iustratively, in a further embodiment, a client computing
device 102 may import or export content and/or preferences
between persistent browsing contexts. For example, a client
computing device 102 may provide an import content request
to anetwork computing provider 107. In one embodiment, the
import content request may include one or more content
identifiers in a current persistent browsing context and a per-
sistent browsing context identifier to import to. As a specific
example, the import content request may include identifiers
of two tabs corresponding to Web pages displayed in the
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current persistent browsing context. The network computing
provider 107 may add these tabs to the specified extant per-
sistent browsing context. In various embodiments, these tabs
may be removed from or kept in the current persistent brows-
ing context, and may be added to the specified persistent
browsing context with or without any content state informa-
tion (e.g., entered form data or state, etc.) associated with the
content in the current persistent browsing context. In another
embodiment, the client computing device 102 may provide an
import browser configuration request to the network comput-
ing provider 107. llustratively, an import browser configura-
tion request may specify one or more aspects of a configura-
tion of a browser accessing the current persistent browsing
context (e.g., bookmarks, history, visual preferences, etc.),
and may cause the network computing provider 107 to add the
specified configuration to another specified extant persistent
browsing context. In one embodiment, the specified configu-
ration may replace any existing configuration in the specified
browser.

In still another embodiment, a client computing device 102
may associate an existing persistent browsing context with
identifying information (e.g., a browse environment identi-
fier, a user ID, a browser identifier, etc.), as discussed above
with reference to the exchange of persistent browsing context
environment information in block 1604. For example, the
client computing device 102 may provide an associate brows-
ing session request to the network computing provider 107,
which may specify particular identifying information with
which to associate the current browsing session. A client
computing device 102 may further send requests to the net-
work computing provider 107 to associate a persistent brows-
ing context with a new identifier (e.g., a new persistent brows-
ing context identifier, or browse environment identifier). In
one embodiment, a client computing device 102 may further
send requests to the network computing provider 107 to asso-
ciate a particular browser or client computing device configu-
ration with a particular identifier or piece of identifying infor-
mation. [llustratively, in one embodiment, all persistent
browsing contexts associated with a particular identifier or
piece of identifying information may share one or more
aspects of a browser or client computing device configura-
tion. For example, all persistent browsing contexts associated
with a particular browse environment identifier may share
browser configuration information including, but not limited
to, a set of bookmarks or browser history. In a still further
embodiment, a client computing device 102 may change any
other preference or attribute associated with one or more
persistent browsing contexts including, but not limited to, a
co-browsing status and associated configurations and permis-
sions, a persistent browsing context identifier, a synthetic
browsing context ID as discussed below, or any other prefer-
ence or attribute.

In one embodiment, a persistent browsing context, client
computing device 102, network computing provider 107,
content provider, or CDN may generate, obtain, or determine
a synthetic ID associated with a particular browse context,
user, or set of co-browsing users. For example, a user inter-
acting with a shopping Web site may be generally provided
with a user ID or account by the Web site. This ID or account
may maintain browsing history at the Web site, and/or keep
track of a user identity. For example, a user logged into an
account at a shopping Web site may be able to add items to a
personal electronic shopping cart, leave reviews for products,
etc. [lustratively, in view of this specific example, a tradi-
tional Web site may encounter problems assigning a single ID
to a group of users co-browsing through a persistent browsing
context.
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In one illustrative embodiment, a synthetic ID may be
provided associated with a user, group of users, or persistent
browsing context. Illustratively, a synthetic 1D associated
with a group of users or persistent browsing context may
provide a single ID for the purposes of browsing, and may
allow co-browsing users to have Web page or other content
preferences remembered and associated with a group identity.
In one embodiment, a synthetic ID will be managed by the
persistent browsing context. For example, a Web site may see
the persistent browsing context as a single user, and assign a
single ID or account, event though several users are co-brows-
ing. In another embodiment, the persistent browsing context
may automatically generate a synthetic ID in cooperation
with a Web site, content provider, or CDN. Illustratively, the
persistent browsing context may cause the creation of a new
synthetic 1D, cause the creation of a new account, cause a
login to an existing account, or cause the use of an existing
synthetic ID at a content provider or CDN when a group of
users enters a Web site or other network area.

In one embodiment, if a synthetic ID is associated with a
specific group of co-browsing users (e.g., User A, User B, and
User C), the synthetic ID may change when the makeup ofthe
group of co-browsing users changes (e.g., User C leaves).
Tlustratively, in situations where the synthetic 1D changing
when the group makeup changes is undesirable behavior, a
synthetic ID may be associated with the persistent browsing
context, a tab, or other organizational grouping within the
persistent browsing context, or one particular co-browsing
user or client computing device 102. Illustratively, in one
embodiment, a user, group of users, or a persistent browsing
context may have multiple synthetic IDs associated with dif-
ferent browsing behaviors. For example, a first synthetic ID
associated with a persistent browsing context may be associ-
ated with purchasing at a shopping site, a second synthetic ID
may be associated with giving recommendations to products
and services, a third synthetic ID may be associated with a
history at a Web site or other piece of browsed content.

In one specific embodiment, a browser at a client comput-
ing device 102 may display two or more frames, wherein at
least one frame corresponds to a co-browsing persistent
browsing context by a number of users, and at least one frame
corresponds to an individual persistent browsing context
associated with the user at the client computing device 102.
For example, a user may co-browse at a shopping Web site in
a first frame, while maintaining a shopping list or electronic
shopping cart in a second frame. Illustratively, each frame
may correspond to different persistent browsing contexts. In
one embodiment, the client computing device 102, network
computing provider 107, content provider, or CDN may asso-
ciate a synthetic ID associated with the co-browsing persis-
tent browsing context. The individual persistent browsing
session may be associated with a second synthetic ID or user
ID associated with the user at the client computing device.
lustratively, the client computing device 102, network com-
puting provider 107, content provider, or CDN may monitor
co-browsing interactions in the first frame, and associate
actions defined as individual actions (e.g., purchasing an
item) with the ID of the individual persistent browsing con-
text. For example, a number of users may co-browse a shop-
ping web-site, but a click to purchase an item by a particular
user would be associated with the users individual ID.
Accordingly, in one embodiment, the purchase action in the
co-browsing persistent browsing context may add an associ-
ated item to a list or electronic shopping cart in the user’s
individual persistent browsing context. [llustratively, the indi-
vidual and co-browsing persistent browsing contexts may be
configured by a user at client computing device 102, or the
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persistent browsing context, client computing device 102,
network computing provider 107, content provider, or CDN
may automatically create and associate an individual persis-
tent browsing context when a particular type of co-browsing
persistent browsing context (e.g., a co-browsing shopping
session) is identified.

Returning to FIG. 16, the client computing device 102 may
continue to exchange user interaction data, processing
results, and co-interaction data until at block 1620 the routine
1600 ends. In one embodiment, this may correspond to the
user of the client computing device 102 ending his interaction
with the persistent browsing context. [llustratively, the same
or a different client computing device 102 may request access
to and interact with the persistent browsing context at a later
point in time through the same routine 1600.

FIG. 17 is a flow diagram illustrative of a remote co-
browsing routine 1700 implemented by a network computing
provider 107 of FIG. 1. The remote persistent browsing rou-
tine 1700 begins at block 1702. At block 1704, the network
computing provider 107 exchanges persistent browsing con-
text environment information with the client computing
device 102. As described above with reference to FIG. 8,
persistent browsing context environment information may
include any number oftypes of information including, but not
limited to, configuration information, identifying informa-
tion, browse preference information, information regarding
currently active persistent browsing contexts, etc. For
example, the network computing provider 107 may receive
various identifying information, including, but not limited to,
device information, software browser information, location
information, a user ID or other user information, a persistent
browsing context environment identifier, etc. In one embodi-
ment, the network computing provider 107 may determine
existing persistent browsing contexts associated with one or
more pieces of the information. For example, the user at the
client computing device 102 may be associated with several
existing persistent browsing contexts. As another example,
the persistent browsing context environment information
may specify a single extant browse session to load.

In a further embodiment, the network computing provider
107 may determine various browser configuration informa-
tion (e.g., browser style, layout, theme, preferences, history,
bookmarks, etc.) associated with one or more pieces of the
persistent browsing context environment information. For
example, the user at the client computing device 102 may be
associated with a set of browse history and bookmarks. Illus-
tratively, in one embodiment, one or more persistent brows-
ing content created or accessed by the user may share the
associated set of browse history and bookmarks, rather than
be associated with a set of browse history and bookmarks
corresponding to each individual persistent browsing context.

As part of the exchange of persistent browsing context
environment information in block 1704, the network comput-
ing provider 107 may provide determined browser configu-
ration information, or any other information to the client
computing device 102 as described above with reference to
FIG. 16. In block 1706, the network computing provider may
provide active persistent browsing context information such
as a list of one or more active persistent browsing contexts
associated with one or more aspects of the persistent brows-
ing context environment information to the client computing
device 102. Illustratively, the network computing provider
107 may not undertake this step in cases where no active
persistent browsing contexts associated with one or more
aspects of the persistent browsing context environment infor-
mation exist, or where the persistent browsing context envi-
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ronment information specifies a particular extant or new per-
sistent browsing context to access.

At block 1708, the network computing provider 107
obtains persistent browsing context selection information
from the client computing device 102. In one embodiment,
the persistent browsing context selection information identi-
fies an extant active persistent browsing context. From the
perspective of the user at the client computing device 102, a
persistent browsing context may represent state data and con-
tent associated with a browser or other application running at
a client computing device 102. For example, the persistent
browsing context may be associated with a number of open
tabs at the browser, the content displayed in those tabs, a
current state of the content displayed, and any browser or
application configuration data associated with the browser or
display of the content. From the perspective of the network
computing provider 107, a persistent browsing context may
be associated with stored or cached content corresponding to
content displayed at a browser at a client computing device
102, as well as the content state, and the browser state, includ-
ing any browser configuration information.

In one embodiment, the network computing provider 107
may maintain one or more remote browse sessions associated
with the persistent browsing context at various NCC POPs
associated with the network computing provider 107. Illus-
tratively, each remote browse session may be associated with
a different piece of content, browser tab, window, frame, etc.
of the browser running at the client computing device 102 as
described in FIGS. 9-11 above. In one embodiment, each
remote browse session may be associated with any number of
same or different remote browse session configurations. In a
further embodiment, the network computing provider 107
may select anew remote browse session configuration for one
or more browse sessions associated with a persistent brows-
ing context each time a client computing device 102 accesses
the persistent browsing context. For example, if a client com-
puting device with limited processing power accesses an
existing persistent browsing context, the network computing
provider 107 may select remote browse session configura-
tions for one or more associated browse sessions that allow a
majority of processing to be performed at the network com-
puting provider 107. As discussed above, remote browse ses-
sions and/or remote browse session configurations may be the
same or different for each client computing device 102 asso-
ciated with a co-browsing persistent browsing context.

In one embodiment, the network computing provider 107
may also maintain additional information associated with the
persistent browsing context at one or more NCC POP, includ-
ing, but not limited to, browser configuration information
describing a state of the browser at the client computing
device 102. In another embodiment, a network computing
provider 107 may maintain a software browser application
associated with a persistent browsing context at an NCC POP
142. For example, the network computing provider 107 may
run a software browser application associated with the per-
sistent browsing context in parallel with the browser running
at the client computing device 102. Illustratively, the browser
running at the network computing provider 107 may maintain
content, content state, and browser state associated with the
persistent browsing context.

At block 1710, the network computing provider 107 may
determine whether an update to content associated with the
selected persistent browsing context is required. Illustra-
tively, content associated with the selected persistent brows-
ing context may change between being accessed by client
computing devices 102. For the purposes of a specific
example, a user may view a Web page displaying recent news
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at a first point in time, and then the same or a different user
may access the persistent browsing context at a later point in
time when the recent news Web page may have changed. In
one embodiment, the network computing provider 107 may
update changed content (e.g., by re-requesting the content
from a content provider, CDN, or cache) before sending pro-
cessing results corresponding to the content to the client
computing device. In other embodiments, the network com-
puting provider 107 may preserve the old page content and/or
page state to provide to the client computing device. Provid-
ing processing results corresponding to old page content may
be desired, for example, when a news article has been
changed or taken down since the last access of the persistent
browsing context by a client computing device 102.

The network computing provider 107 may determine
whether to update content associated with the selected per-
sistent browsing context based on any number of factors
including, but not limited to, user options or preferences, an
attribute of the content (e.g., size, embedded resources, con-
tent type, content category), flags or tags associated with the
content, or preferences associated with a network computing
provider 107, client computing device 102, browser or appli-
cation, operating system, CDN service provider 106, content
provider 104, or other entity or system. In one embodiment,
the network computing provider 107 may provide processing
results associated with the old content to the client computing
device 102 for display, as well as retrieving and pre-process-
ing the updated content in preparation for a request to update
the content.

At block 1712, the network computing provider 107 may
update any content for which an update is determined to be
necessary in block 1710. Illustratively, this may involve
requesting content from a CDN service provider 106, content
provider 104, or cache as described above with reference to
FIGS. 3 and 4.

At block 1714, the network computing provider 107 may
process the content associated with the persistent browsing
context to generate processing results corresponding to rep-
resentations of the content as described in FIGS. 9-11 above.
Iustratively, the network computing provider 107 may pro-
cess the content in view of any saved content state data asso-
ciated with the persistent browsing context, in order to ensure
that the processing results correspond to the last viewed rep-
resentations of the content. In one embodiment, if the persis-
tent browsing context is a co-browsing persistent browsing
context, the network computing provider 107 may process the
content in view of any prior or current interactions by co-
browsing users.

Tlustratively, in one embodiment, a number of different
client computing devices 102 with different display capabili-
ties may access a persistent browsing context. In one embodi-
ment, the network computing provider 107 may process con-
tent associated with the persistent browsing context
specifically for display on the client computing device cur-
rently accessing the persistent browsing context. Illustra-
tively, any browser or content state information associated
with a persistent browsing context that may be inappropriate
or unnecessary for display on a particular client computing
device may be discarded, or maintained but not utilized in the
processing of content and the display of content at the client
computing device. For example, a first client computing
device 102A may create a new persistent browsing context
with a network computing provider 107. For the purposes of
this specific example, the first client computing device may be
a personal computer with a large screen, keyboard, and
mouse. A user at the first client computing device 102A may
load several Web pages into different tabs of a browser run-
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ning at the client computing device and connected to the
persistent browsing context. Illustratively, the web pages
loaded at the client computing device may be displayed as
formatted for a large screen browse window. In one embodi-
ment, co-interaction data inappropriate or unnecessary for
display on a particular client computing device may addition-
ally or alternately be discarded, or maintained but not utilized
in the processing of content and the display of content at the
client computing device 102 in a similar manner.

Continuing the specific example, at a later point in time, a
second client computing device 102B may access the persis-
tent browsing context. Illustratively, the second client com-
puting device 102B may be a smart phone or other device with
limited screen size and input capabilities. In one embodiment,
the network computing provider may provide processing
results to the second client computing device 102B in which
the content associated with the persistent browsing context is
formatted for a small screen. If, in one embodiment, the
second client computing device 102B does not have tabbed
browsing capabilities, the network computing provider 107
may provide browser configuration information specifying
that only the top tab of the persistent browsing context is to be
displayed, or may provide a list of open tabs associated with
the persistent browsing context to the second client comput-
ing device 102B for a user to select.

At block 1716, the network computing provider 107 may
provide the initial processing results to the client computing
device, along with any other browser configuration informa-
tion associated with the persistent browsing context.

At block 1718, the network computing provider 107 may
obtain user interactions with the client computing device 102,
as illustratively described with regard to FIG. 16 above.

At block 1720, the network computing provider 107 may
obtain user interactions from any other co-browsing client
computing devices, as illustratively described with regard to
FIG. 16 above.

At block 1722, the network computing provider 107 may
process any content and/or user interaction data and provide
processing results and co-interaction data to the client com-
puting device 102, as illustratively described above and with
regard to FIG. 16.

The network computing provider 107 may continue to
exchange user interaction data, processing results, and co-
interaction data with the client computing device 102 until, at
block 1724, the routine 1700 ends. In one embodiment, the
user may break a connection with the persistent browsing
context by closing a browser or powering off the client com-
puting device 102. In some embodiments, the network com-
puting provider 107 may place a persistent browsing context
in a passive state when no active interaction between the
client computing device 102 and the persistent browsing is
occurring. [llustratively, placing a persistent browsing con-
text in a passive state may include, but is not limited to,
closing a software browser application running on the net-
work computing provider 107 that is associated with the
persistent browsing context, copying, moving, or storing data
associated with various content, content states, or browser
states associated with the persistent browsing context, etc. In
one embodiment, any changes made when placing a persis-
tent browsing context in a passive state may be undone when
the persistent browsing context is later requested by a client
computing device 102. The network computing provider 107
may place a persistent browsing context in a passive state
based on any number of factors, including, but not limited to,
a time-out of interaction data from the client computing
device 102, user options or preferences, an attribute of the
content (e.g., size, embedded resources, content type, content
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category), flags or tags associated with the content, or pref-
erences associated with a network computing provider 107,
client computing device 102, browser or application, operat-
ing system, CDN 106, content provider 104, or other entity or
system.

While illustrative embodiments have been disclosed and
discussed, one skilled in the relevant art will appreciate that
additional or alternative embodiments may be implemented
within the spirit and scope of the present invention. For
example, the techniques described herein may be utilized,
without departing from the scope of the present invention, to
allow remote processing management in any number of other
software applications and processes, including, but not lim-
ited to, image or video editing software, database software,
office productivity software, 3d design software, audio and
sound processing applications, etc. Additionally, although
many embodiments have been indicated as illustrative, one
skilled in the relevant art will appreciate that the illustrative
embodiments do not need to be combined or implemented
together. As such, some illustrative embodiments do not need
to be utilized or implemented in accordance with scope of
variations to the present disclosure.

Conditional language, such as, among others, “can,
“could,” “might,” or “may,” unless specifically stated other-
wise, or otherwise understood within the context as used, is
generally intended to convey that certain embodiments
include, while other embodiments do not include, certain
features, elements and/or steps. Thus, such conditional lan-
guage is not generally intended to imply that features, ele-
ments and/or steps are in any way required for one or more
embodiments or that one or more embodiments necessarily
include logic for deciding, with or without user input or
prompting, whether these features, elements and/or steps are
included or are to be performed in any particular embodi-
ment.

Any process descriptions, elements, or blocks in the flow
diagrams described herein and/or depicted in the attached
figures should be understood as potentially representing mod-
ules, segments, or portions of code which include one or more
executable instructions for implementing specific logical
functions or steps in the process. Alternate implementations
are included within the scope of the embodiments described
herein in which elements or functions may be deleted,
executed out of order from that shown or discussed, including
substantially concurrently or in reverse order, depending on
the functionality involved, as would be understood by those
skilled in the art. It will further be appreciated that the data
and/or components described above may be stored on a com-
puter-readable medium and loaded into memory of the com-
puting device using a drive mechanism associated with a
computer readable storing the computer executable compo-
nents such as a CD-ROM, DVD-ROM, or network interface
further, the component and/or data can be included in a single
device or distributed in any manner. Accordingly, general
purpose computing devices may be configured to implement
the processes, algorithms, and methodology of the present
disclosure with the processing and/or execution of the various
data and/or components described above.

It should be emphasized that many variations and modifi-
cations may be made to the above-described embodiments,
the elements of which are to be understood as being among
other acceptable examples. All such modifications and varia-
tions are intended to be included herein within the scope of
this disclosure and protected by the following claims.
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What is claimed is:
1. A computer-implemented method for remote session
browsing comprising:

as executed by a network computing component compris-
ing one or more computing devices configured to
execute specific instructions,

initializing a network based browser software application;

providing, using the network based browser software
application, browsing context information regarding a
plurality of browsing contexts to a first client computing
device and a second client computing device;

obtaining a request to access a browsing context of the
plurality of browsing contexts from a first browser appli-
cation executing on the first client computing device
associated with a first user;

obtaining a request to access the browsing context from a
second browser application executing on the second cli-
ent computing device associated with a second user;

processing network content requested by at least one of the
first or second client computing devices at the network
based browser software application to generate a first
representation of the requested content, wherein the
requested content corresponds to a content page
obtained from a content server, and wherein the first
representation comprises a first processed version of the
requested content;

providing, using the network based browser software
application, the first representation to the first and sec-
ond client computing devices, wherein the first and sec-
ond browser applications executing on the first and sec-
ond client computing devices are each configured to
display the first representation of the requested content;

obtaining first co-interaction data from the first client com-
puting device, wherein the first co-interaction data cor-
responds to an interaction by the first user on the first
client computing device with at least one of one or more
user interface controls of the first representation of the
requested content to alter a state of the requested con-
tent;

obtaining second co-interaction data from the second client
computing device, wherein the second co-interaction
data corresponds to an interaction by the second user on
the second client computing device with at least one of
the one or more user interface controls of the first rep-
resentation of the requested content to alter a state of the
requested content;

processing, using the network based browser software
application, the network content based at least partly on
the first co-interaction data or the second co-interaction
datato generate a first processing result, wherein the first
processing result is generated according to a first browse
session configuration based at least partly on the first
client computing device, wherein the first browse ses-
sion configuration specifies one or more processing
actions to be executed by the network based browser
software application in the generation of the first pro-
cessing result to be provided to the first client computing
device;

providing the first processing result to the first client com-
puting device;

processing, using the network based browser software
application, the network content based at least partly on
the first co-interaction data or the second co-interaction
data to generate a second processing result, wherein the
second processing result is generated according to a
second browse session configuration based at least
partly on the second client computing device, wherein
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the second browse session configuration specifies one or
more processing actions to be executed by the network
based browser software application in the generation of
the second processing resultto be provided to the second
client computing device; and

providing the second processing result to the second client

computing device.

2. The computer-implemented method of claim 1 further
comprising providing, using the network based browser soft-
ware application, representations of requested content to the
first and second client computing devices in accordance with
one or more communication protocols.

3. The computer-implemented method of claim 2, wherein
the one or more communication protocols include at least one
of Hypertext Transfer Protocol (HTTP), File Transfer Proto-
col (FTP), Remote Desktop Protocol (RDP), X-Windows
protocol, Virtual Network Computing (VNC) protocol,
X-Windows protocol, and Remote Frame Buffer protocol.

4. The computer-implemented method of claim 2 further
comprising providing, using the network based browser soft-
ware application, representations of requested content to the
first and second client computing device by different commu-
nication protocols.

5. A system for remote session browsing comprising:

one or more computer processors;

at least one computer memory accessible by at least one of

the one or more computer processors; and

a network computing component comprising an execut-

able software module executed by the one or more com-

puter processors, wherein the network computing com-

ponent is operable to:

provide, using a network based browser software appli-
cation, browsing context information regarding a plu-
rality of browsing contexts to a first computing device
and a second computing device;

obtain a request to access a browsing context of the
plurality of browsing contexts from a first browser
application executing on the first computing device
associated with a first user;

provide, using the network-based browsing application,
a first representation of requested content to the first
computing device for display, wherein the requested
content corresponds to a content page obtained from a
content server;

obtain a request to access the browsing context from a
second browser application executing on the second
computing device associated with a second user;

provide, using the network-based browsing application,
a second representation of the requested content to the
second computing device for display;

obtain first co-interaction data from the first computing
device, wherein the first co-interaction data corre-
sponds to a browsing interaction by the first user on
the first computing device with a user interface con-
trol of the first representation of the requested content
to alter a state of the requested content;

obtain second co-interaction data from the second com-
puting device, wherein the second co-interaction data
corresponds to a browsing interaction by the second
user on the second computing device with a user
interface control the second representation of the
requested content to alter a state of the requested
content;

process, using the network based browsing application,
the requested content based at least partly on the first
co-interaction data or the second co-interaction data
to generate a first processing result, wherein the first

15

20

25

30

35

40

45

50

55

60

65

52

processing result is generated according to a first
browse session configuration based at least partly on
the first computing device, wherein the first browse
session configuration specifies one or more process-
ing actions to be executed by the network based
browsing application in the generation of the first
processing result;

provide the first processing result to the first computing
device;

process, using the network based browsing application,
the requested content based at least partly on the first
co-interaction data or the second co-interaction data
to generate a second processing result, wherein the
second processing result is generated according to a
second browse session configuration based at least
partly on the second computing device, wherein the
second browse session configuration specifies one or
more processing actions to be executed by the net-
work based browsing application in the generation of
the second processing result; and

provide the second processing result to the second com-
puting device.

6. The system of claim 5, wherein the network computing
component is further operable to provide, using the network-
based browsing application, the first representation of the
requested content to the first computing device and provide,
using the network-based browsing application, the second
representation of the requested content to the second comput-
ing device in accordance with one or more communication
protocols.

7. The system of claim 6, wherein the one or more com-
munication protocols include at least one of Hypertext Trans-
fer Protocol (HTTP), File Transfer Protocol (FTP), Remote
Desktop Protocol (RDP), X-Windows protocol, Virtual Net-
work Computing (VNC) protocol, and Remote Frame Buffer
protocol.

8. The system of claim 6, wherein the network computing
component is further operable to provide, using the network-
based browsing application, the first representation of the
requested content to the first computing device and provide,
using the network-based browsing application, the second
representation of the requested content to the second comput-
ing device in accordance with different communication pro-
tocols.

9. The system of claim 5, wherein the first computing
device is configured to display the first representation of the
requested content at the first computing device in a first tab of
the first browser application, a first window of the first
browser application, or a first frame of the first browser appli-
cation.

10. The system of claim 9, wherein the first computing
device is configured to display a representation of second
network content associated with a second browsing context at
the first computing device.

11. The system of claim 9, wherein the representation of
the second network content is displayed at the first computing
device in a second tab of the first browser application, a
second window of the first browser application, or a second
frame of the first browser application.

12. The system of claim 9, wherein the second computing
device is prohibited from accessing the second browsing con-
text.

13. A computer-implemented method for remote session
browsing comprising:

as executed by one or more computing devices configured

to execute specific instructions,
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providing, using a network-based browser software appli-
cation, browsing context information associated with a
browsing context to a first computing device and a sec-
ond computing device;

providing, with the network-based browsing application, a
first representation of requested content associated with
the browsing context to a first browser application
executing on the first computing device, wherein the
requested content corresponds to a content page;

providing, with the network-based browsing application, a
second representation of the requested content associ-
ated with the browsing context to a second browser
application executing on the second computing device;

obtaining first co-interaction data from the first computing
device, wherein the first co-interaction data corresponds
to a browsing interaction by the first user on the first
computing device with a user interface control of the
first representation of the requested content to alter a
state of the requested content; and

obtaining second co-interaction data from the second com-
puting device, wherein the second co-interaction data
corresponds to a browsing interaction by the second user
on the second computing device with a user interface
control of the second representation of the requested
content to alter a state of the requested content;

processing, with the network based browsing application,
the requested content based at least partly on the first
co-interaction data or the second co-interaction data to
generate a first processing result, wherein the first pro-
cessing result is generated according to a first browse
session configuration based at least partly on the first
computing device, wherein the first browse session con-
figuration specifies a first processing action to be
executed by the network based browsing application;

providing the first processing result to the first computing
device;

processing, with the network based browsing application,
the requested content based at least partly on the first
co-interaction data or the second co-interaction data to
generate a second processing result, wherein the second
processing result is generated according to a second
browse session configuration based at least partly on the
second computing device, wherein the second browse
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session configuration specifies a second processing
action to be executed by the network based browsing
application; and

providing the second processing result to the second com-

puting device.

14. The computer-implemented method of claim 13 further
comprising providing, with the network based browsing
application, the first representation of the requested content to
the first computing device and the second representation of
the requested content to the second computing device in
accordance with one or more communication protocols.

15. The computer-implemented method of claim 14 further
comprising providing, with the network based browsing
application, the first representation of the requested content to
the first computing device and the second representation of
the requested content to the second computing device in
accordance with different communication protocols.

16. The computer-implemented method of claim 13 further
comprising processing, with the network based browsing
application, the requested content to generate a third repre-
sentation of the requested content based on the browsing
interaction with the first representation of the requested con-
tent.

17. The computer-implemented method of claim 16 further
comprising providing, with the network based browsing
application, the third representation of the requested content
to the second computing device.

18. The computer-implemented method of claim 17,
wherein the second computing device is configured to display
the third representation of the requested content.

19. The computer-implemented method of claim 16,
wherein the browsing interaction with the first representation
of the requested content is a prohibited interaction.

20. The computer-implemented method of claim 16,
wherein processing, with the network based browsing appli-
cation, the requested content to generate the third represen-
tation of the requested content based on the browsing inter-
action with the first representation of the requested content
includes processing the requested content to generate a third
representation of the requested content based on the browsing
interaction with the first representation of the requested con-
tent, excluding prohibited browsing interactions.

#* #* #* #* #*



